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Overview

Overview

Welcome to the DS License Server 3SDEXPERIENCE R2014x Installation and Configuration Guide, designed
to answer all your questions about installing and configuring the DS License Server.

The following table outlines the tasks required to install and configure the DS License Server.

Goal

Installing the DS License Server

Configuring the DS License Server and
Clients

Managing Licenses

DS License Server 3DEXPERIENCE R2014x
Installation and Configuration Guide

Task

Before Starting the Installation

Installing the DS License Server on Windows

Installing the License Administration Tool
Only

Installing the DS License Server on UNIX
Upgrading Your License Serversin aFailover
Cluster

Uninstalling the DS License Server

Starting the License Administration Tool

Configuring and Activating a Standalone
License Server

Configuring and Activating a Cluster in
Failover Mode

Maintaining Continuous Failover Cluster
Operation

Starting and Stopping the License Server

Configuring Clients

Communicating through Forward and
Reverse Proxies

Enrolling App Licenses
Administering Licenses

Getting Information About License Usage

Recycling Named User Licenses

Contents

Conceptua information and preliminary
remarksto takeinto account beforeinstalling
or upgrading.

Describes how to install DS License Server
on Windows

Describes how to install the License
Administration Tool without the DS License
Server on Windows

Describes how to install DS License Server
on UNIX

Explains one possible method for upgrading
your license serversin afailover cluster.

Explains how to uninstall the DS License
Server on both Windows and UNIX.

Explains how to launch the License
Administration Tool and retrieve the
computer ID required for ordering your
licenses.

Describes how to configure thelicense server
and enroll the server licenses.

Explains how to configure and activate a
cluster of three license serversto operate in
failover mode.

Describes the different operations you can
perform following failure of one of the
members of a DS License Server cluster,
without having to stop the cluster.

Containsinstructionsfor stopping and starting
the license server.

Explains how to configure clients to work
with the license server.

Describes how to communicate with alicense
server located behind aforward proxy and/or
areverse proxy.

Describes how to enroll your app licenses.
Describes basic license administration tasks.

Contains useful information about how to
track the number of licenses being used per
app and per software editor.

Describes how to recycle named user licenses
when need occasionally arises, under
exceptional circumstances.
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Goal

Tracking License Server Operation

Reference

Task

Setting License Authorization Rules

Importing and Exporting License
Authorization Rules

Getting Information About the Authorized
Country of Use for Licenses

Tracking License Statistics
Tracking Server Logs

Monitoring the Server

DSLi ¢ Sr v Command Syntax

DSLi cTar get Command Syntax

File Locations, Settings and Registry Entries

Troubleshooting

Error, Information and Warning M essages

Contents

Explains how to authorize users, groups of
users or specific license server host machines
to use licenses, or to deny authorization, for
concurrent user licenses and, optionally,
named user licenses.

Explains how to back up license authorization
rules and corresponding data by exporting
the data to an XML file, and how to import
an XML file containing previously backed
up authorization data.

The Geolocation tab identifies for agiven
license server the country in which the
licenses enrolled on the server are authorized.

Describes how to generate statistics about
license usage.

Explains how to use and interpret the server
logs.

Describes how to monitor license server
performance.

Syntax of the DSLi ¢ Sr v command.

Syntaxof theDSLi c Tar get command.

Specifies where the different files, settings
and registry entries are created when you
install and administer the DS License Server.

Contains important troubleshooting
information.

Lists error messages classified into different
categories.
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What's New?

What's New?

This section describes the new and enhanced functionality in the DS License Server.

New Functionality

Additional restricted modes

Enable or forbid offline license
extraction

Usinglicenseauthorization rules
to control offline license
extraction

[P rangesin license
authorization rules

Mail configuration

License usage tracing for all
license features

Statistics for expired or deleted
licenses

Deterministic failover member
access

Command line mode
simplification

DS License Server 3DEXPERIENCE R2014x
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Before, when a password was set, there were only two levels of license server
administration: administrator or non-administrator. The administrator level
had access to the license server in full mode (or in restricted mode if another
administrator was already connected). The not-administrator level could not
access the license server at all.

Now, three levels of license server administration are supported, using two
passwords:

« theFull level password alowsyou complete control of thelicense server

« theRestricted level password allows you restricted control of the license
server.

You can now also connect intentionally to alicense server in restricted mode
if you know in advance you do not need to make modificationsto the license
server.

You can now enable or forbid offline license extraction when configuring
the license server.

You can now also decide to reduce the maximum duration for offline
extraction of agiven license feature, from 30 days (default) to O day, by 1
day increments, by using alicense authorization rule. Furthermore, you can
also use the same rule to associate a keyword to each license feature.

You can now manage | P addressesin license authorization rules, in addition
to usersand hosts. Thiswill allow administratorsto filter computers by their
IPranges, for exampleto filter license access by sites. This assumesthat the
network address plan iswell structured.

You can now configure mail messagesto be notified about important licenses
server events such asimpending license expiry, amongst others.

License usage tracing is automatically activated for any additional licenses
you enroll.

Thenew Di spl ay all [|icenses checkbox provides statistical
information about licenses which are no longer valid or have been deleted.

You can now configure licensing clients to contact failover membersin a
specific order, if preferred, instead of relying on the random access
implemented by the licensing client process.

You can now redirect output for each individual command, manage passwords
in an encrypted storage file and concatenate multiple commands directly
from the command line.



What's New?

I mporting and exporting You can now back up also I P ranges defined in license authorization rules
authorization rulesfrom/to XML by exporting them to XML files, then import them on alicense server.
format

Enhanced Functionality

Removed Functionality

Customizing Preferences

User Assistance
Troubleshooting A new troubleshooting chapter has been added.
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Installing the DS License Server

This section explains how to install the DS License Server.

Before Starting the Installation

This section briefly presents what atypical license server and license client setup looks like, and highlights
certain points you must keep in mind before performing the installation.

Operating System Prerequisites
The following operating systems are supported:

*  Windows 7 SP1 64-bit x86

*  Windows 8 64-bit x86

»  Windows Server 2008 R2 SP1 64-bit x86

»  Windows Server 2012 64-bit x86

* Red Hat Enterprise Linux 5.5 64-hit x86

* Red Hat Enterprise Linux 6.1 64-bit x86

e Red Hat Enterprise Linux 6.2 64-bit x86

e SUSE Linux Enterprise Server 11 SP1 64-bit x86
e SUSE Linux Enterprise Server 11 SP2 64-bit x86
o AIX 7.1TL1 SP2 64-hit Power

e Solaris 10 5/08 64-bit Sparc

e Solaris 11 64-bit Sparc

A minimum of 2GB of RAM isrequired, 4GB of RAM are recommended.

For more detailed information about prerequisites, refer to the Program Directory.

License Server and Client Typical Setup

A license server helps the administrator to guarantee the license control isimplemented in compliance with
purchased licensed products embedding the license client.

A typical license server and client setup looks like this:

DS License Server 3DEXPERIENCE R2014x 5
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\ Dassault Systemes
) License Server
Applicationsembedding
license client

The DS License Server isinstalled on a server machine on your network. The license administrator enrolls the
product licenses on the server. The applications embedding license clients communicate with the license server
over the network and retrieve the licenses from the license server.

Preliminary Remarks
Before you start the installation, keep the following pointsin mind.

Virtual machines, such asVMWare, are not supported. It is not possible to either run or install the DS License
Server on avirtual machine. Furthermore, extracting an offline license and using a nodelock licensein avirtual
machine are not supported.

Only one DS License Server can beinstalled and configured on a given computer, either as a standalone or as
afailover member.

License servers and license client must be synchronized. An absolute time difference of one hour maximum is
tolerated.

Upgrading Your License Server
Keep in mind the following when you install a new version of the DS License Server:

« each version of (or hot fix for) the DS License Server is complete, in other words, it isinstalled in place of
the existing version, so the existing version must be uninstalled beforehand

» uninstalling the DS License Server does NOT remove license keys, settings or log files

» failover members can communicate with each other only if they are at the same license server code level.
Be aware that upgrading failover cluster members from a given license server code level to a higher code
level will prevent the failover cluster from functioning while you are upgrading the second member. Once
the second cluster member has been upgraded, normal failover operation resumes.

To upgrade your license serversin afailover cluster, refer to Upgrading Your License Serversin a Failover
Cluster.

6 DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide
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Installing the DS License Server on Windows

This task explains how to unload the DS License Server on a single computer running a supported Windows
operating system.

Installation and de-installation rely on Windows-compliant tools enabling anyone familiar with Windows
procedures and concepts to install the software without assistance.

1. Logon asan administrator.

You must belong to the Administrators group, or have the privileges assigned to the Administrators group.
Otherwise, you will not be able to start the installation.

2. Insert the mediainto the drive.

The following dialog box appears informing you that the installation is about to commence:

i '\

Windows Installer

| Preparing to install...

Cancel

followed by the dialog box welcoming you to the DS License Server setup wizard:

DS License Server 3DEXPERIENCE R2014x 7
Installation and Configuration Guide



Installing the DS License Server

-
ﬁ! DS License Server Setup (e | (REST

Welcome to the DS License Server Setup
Wizard

The installer will guide you through the steps required to
install 3DEXPERIEMCE R2014x License Server (Build:
6,216.03300) on your computer, Click Mext to continue or
Cancel to exit the installer,

3DEXPERIENCE intellectual property law, trade secret and international
treaties, Partial or global reproduction,representation,
distribution, transmission of this software, in any form and/for
arny medium requires the prior written permission of Dassault
Systemes or its benefidaries and under the terms and
conditions of the related licence.,

WARMIMG: This software is protected by copyright law,

Back [ Mext ] [ Cancel

Click the Next button to move to the next step.
3. Sdlect theinstallation folder.
The Select Installation Folder dialog box appears:

8 DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide
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rjgj D% License Server l = | |_i:?-r

Select Installation Folder
Click Mext to install to the default folder or didk Browse to choose anaother,

Install DS License Server to;

|C: YProgram Files\Dassault Systemes'\D5 License Server),

Browse...

Back ][ Mext ] [ Cancel

The default destination folder is:
C.\Program Fi | es\ Dassault Systenes\DS Li cense Server

If the default destination folder issuitable, click the Next button to moveto the next step, or click the Browse...
button and navigate to select another folder and click OK.

The folder you choose must be empty. You can also specify a new folder: if the folder does not exist, you
will be prompted to specify that you want the folder to be created, in which case you must click the Yes
button to create the folder.

Click the Next button to move to the next step.
4. Select theinstallation type.
The Select Installation Type dialog box appears:

DS License Server 3DEXPERIENCE R2014x 9
Installation and Configuration Guide



Installing the DS License Server

rjgj D% License Server l = | L-ﬁ?—r

Select Installation Folder
Click Mext to install to the default folder or didk Browse to choose anaother,

Install DS License Server to;

|C: YProgram Files\Dassault Systemes'\D5 License Server),

Browse...

Back ][ Mext ] [ Cancel

You have two choices:

* Ingtallsonly Administration Tool: allows you to install only the License Administration Tool. Refer
to Installing Only the License Administration Tool on Windows for more details.

* InstallsLicense Server and Administration Tool (default).
In our example, we are going to install both the License Server and the License Administration Tool.

Set the Listening Administration Port number. The port number you set is used to listen to DS License
Server administration tool requests. The default is 4084.

5. Decide whether to install from scratch or not.

Installing from scratch means that you are installing the DS License Server and also deleting all previous
licenses in the license repository. This may be necessary if your licenses have been corrupted. To do so,
check the Install Server from scratch check button. The warning is displayed again, informing that all
licenses will be deleted if you continue:

10 DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide
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Select installation type

Click Mext to install License Server and Administration Toal or change the selection.

(™) Installs only ‘ﬁ' DS License Server

2]

@) Installs Lice

Listening Adminis] |

WARNING: All license keys will be deleted.
Consequently you will most likely hawve to
request new license keys.

Install Server from scratch. WARNING: All icense keys will be deleted.

| |

Cancel

Click OK, then decide whether to continue installing from scratch, or uncheck the check box if you want to

keep your existing licenses.

Click the Next button to move to the next step.

6. Install the DS License Server.

The Ready to install DS License Server dialog box appears:

DS License Server 3DEXPERIENCE R2014x
Installation and Configuration Guide

11



Installing the DS License Server

i B
48 DS License Server Setup EI_Iﬂ—hJ

Ready to install DS License Server

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ][ '&'Insmll ] [ Cancel

Click the Install button to install the DS License Server. If prompted by UAC to confirm, click the Yes
button.

The Installing DS License Server dialog box appears:
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15 DS License Server Set I

Installing DS License Server

Flease wait while the Setup Wizard installs DS License Server,

Status: Copying new files
—

A progress bar is displayed while the DS License Server files are installed and the corresponding Windows
serviceis started. Once the installation has been completed, the following dialog box appears:

DS License Server 3DEXPERIENCE R2014x 13
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Completed the DS License Server Setup
Wizard

Click the Finish button to exit the Setup Wizard.

. .
’ D5 License Server has been successfully installed.

u:n’

JDEXPERIENCE

Back Cancel

informing you that the installation has been completed, and the License Administration Tool is launched
automatically, with the License Server Connection Parameter s dialog box in the foreground.

7. Click the Finish button to exit the setup wizard.

The License Administration Tool remains open. You now have to create a server definition for the license
server you just installed on your computer in the License Server Connection Parameter s dialog box:

S

-
License Server Connection Parameters M

License server name: |

Administration port: 4034

[] Use a proxy server
Proxy name:

Proxy port:

Ok H Cancel H Connect

14 DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide
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8. Enter the name of the license server (the name of the machine hosting the server, typically). Note that the
letters you type are displayed in red until the machine nameisfound. Then, set the listening port number for
the License Administration Tool and click OK.

5" Note: TheLicense Administration Tool may communicate with forward and reverse proxies. For
more information, refer to Communicating through Forward and Reverse Proxies.

The Server Definitions tab now looks like this:

License Administraticn Tool

Servers License View Help

YA

Server DEﬁniﬁOﬂSlLioense Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Status  Computer name Computer id Version Build Date Operating system

- R e By B o B B B o v B e e B o B |
lw5sesdsy

9. Connect to the license server.

You must connect to the server to be able to useit. If you point to the _ icon in the status column, next to
the computer name, a message like this will be displayed:
server xxx not connected

To connect to the server:
e SelecttheServers - Connect command and select the server name from the list.

* Or, pointtothe _ icon, right click and select the Connect command.
» Or, you can aso click the “ icon to connect all servers at the same time.

The X icon appears over the _ computer icon like this g :

DS License Server 3DEXPERIENCE R2014x 15
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E?‘ License Administration Tool 0| oSl e S

Servers License View Help

LI

Server Definitions | License Administration | License Usage | License Recydling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Wersion Build Date Operating System
B twSsesdsy HRE-425A10DEF1780305 6.216.0 Oct 23, 2013 6:30:38  Windows 7

The Server Definitions tab contains the following fields:

Status Specifies the connection status of the License Administration Tool:

e _ icon: thelicense server has been defined but is not connected

* ® icon: the server has been defined and connected but the license server
has not yet been activated

. ?‘ icon: confirms that your server has been activated, as explained in
onfiguring and Activating a Sandal one License Server.

Computer name Name of the computer hosting the license server.

Computer id Computer id of the machine hosting the license server.
Version Internal DS License Server software version number.
Build date Internal software version build date.

Operating system | dentifies the operating system.

You must configure the firewall on the machine hosting the license server to enable license clients to access
the license server, using the port numbers specified in Port Management. For example, you can configure
the Microsoft firewall on Windows server machines by creating a new rule for the license server using the
Server Manager application as illustrated below:
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?;.,E Server Manager

File Action View Help
&= 5=

FECL Bl [nbound Rules

5._! Roles T —
il Features B I p
i Disgnostics i DFs Management (WMI-Ir) DFS Management
= _E_ﬁ’& Configuration ) Distributed Transaction Coordinator (RPC) Distributed Transaction Coordi. ..
@ Task Scheduler ) Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coordi...
u Windows Firewall with | ) Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coordi...
£2% Inbound Rules IgDSLS I DSLS Properties
&% Outbound Rules LY File anc
%% Connection Securit | € File anc General I Programs and Services I Computers I
B, Monitoring ) File anc Protocols and Ports | Scope |  Advanced | Users
{:}5 Services ®iFile anc
ﬁfi WMI Control 'iﬁ'FiIE and — Protocols and ports
&% Local Users and Group: | % File anc wor Protocol ype: ITCF‘ j
i3 Storage i@Fie anc ) =
= Protocol number: g
i@ File anc S =
& File anc
'I@'File anc Local port:
':@'F“E anc
& File anc
'Z@'File anc
& File anc Remote port: I.Pa.ll Ports j
':Q'F”E anc I
32:2 :;E Example: 80, 443, 5000-5010
€ File anc Intemet Cortrol Message Protocol Clsioniie |
ﬁ_l File anc (ICMP) settings:
1] | 2[4

You must now configure the server as a standalone server or amember of a cluster in failover mode and
activateit before being ableto useit, asexplained in Configuring and Activating a Standalone License Server
and Configuring and Activating a Cluster in Failover Mode respectively.

The installation results in the following:

» aDSLicense Server isinstalled on the local machine
» theservice DS License Server isadded to thelist of Windows services, and is started automatically
e aninstadlation log fileis created in:

YT EMP% DSLSrsi . | og

e intheStart -> All Programsmenu, theentry DS License Server isadded, containing the commands License
Server Administration and License Server Documentation.

Installing Only the License Administration Tool on Windows

Thistask explains how to unload only the License Administration Tool (without the DS License Server) on a
single computer running a supported Windows operating system.

Several License Administration Tool instances can be connected simultaneously to the same license server.
Only oneLicense Administration Tool instance has complete administration accessto the license server: either

DS License Server 3DEXPERIENCE R2014x 17
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thelocal License Administration Tool or the first one that connects to the license server remotely. The remote
License Administration Tool will have the complete administration access only if the option f ul | isset for
the Remote administration authorization option on the license server: if theoptionr est ri ct ed isset, the
remote tool can connect to the license server but only in restricted mode, even if no other administration tool is
connected to this license server.

The other License Administration Tool instances operate in restricted mode with the following limitations:

» no modifications are allowed in the Server Configuration dialog box

» no licenses can be deleted using the L icense Administration tab

» no licenses can be released using the License Release tab

» creation and/or modification operations in the Authorizations tab are not allowed.

1. Log on asan administrator.

You must belong to the Administrators group, or have the privileges assigned to the Administrators group.
Otherwise, you will not be able to start the installation.

2. Insert the CD-ROM into the drive.

The following dialog box appears informing you that the installation is about to commence:

e !

Windows Installer

| Preparing to install...

Cancel

followed by the dialog box welcoming you to the DS License Server setup wizard:
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-
ﬁ! DS License Server Setup

3DEXPERIEMCE

Welcome to the DS License Server Setup
Wizard

The installer will guide you through the steps required to
install 3DEXPERIEMCE R2014x License Server (Build:
6,216.03300) on your computer, Click Mext to continue or
Cancel to exit the installer,

WARMIMG: This software is protected by copyright law,
intellectual property law, trade secret and international
treaties, Partial or global reproduction,representation,
distribution, transmission of this software, in any form and/for
arny medium requires the prior written permission of Dassault
Systemes or its benefidaries and under the terms and
conditions of the related licence.,

Back [ Mext ] [ Cancel

Click the Next button to move to the next step.

3. Select theinstallation folder.

The Select Installation Folder dialog box appears:
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.‘

rjgj D% License Server l = | |_i:?-]

Select Installation Folder
Click Mext to install to the default folder or didk Browse to choose anaother,

Install DS License Server to;

|C: YProgram Files\Dassault Systemes'\D5 License Server),

Browse...

Back ][ Mext ] [ Cancel

The default destination folder is:
C.\Program Fi | es\ Dassault Systenes\DS Li cense Server

If the default destination folder issuitable, click the Next button to moveto the next step, or click the Browse...
button and navigate to select another folder and click OK.

The folder you choose must be empty. You can also specify a new folder: if the folder does not exist, you
will be prompted to specify that you want the folder to be created, in which case you must click the Yes
button to create the folder.

Click the Next button to move to the next step.
The Select Installation Type dialog box appears:
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r B’
ﬁ! D% License Server l = | th

Select Installation Folder S
Click Mext to install to the default folder or didk Browse to choose anaother,

Install DS License Server to;

|C: YProgram Files\Dassault Systemes'\D5 License Server),

Browse...

Back ][ Mext ] [ Cancel

4. Check theInstallsonly Administration Tool check button.
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ﬁ! DS License Server Setup =

Select installation type
Click Mext to install License Server and Administration Toal or change the selection.

(@) Installs only Administration Toal.

(7 Installs Licence Server and Administration Toal,

[ Back ][ Mext ] [ Cancel

Click the Next button to move to the next step.
5. Instal the Administration Tool.
The Ready to install DS License Server dialog box appears:
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i B
48 DS License Server Setup EI_I-E—hJ

Ready to install DS License Server

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ][ '&i‘lnsmll ] [ Cancel

Click the Install button to install the License Administration Tool:
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15 DS License Server Set I

Installing DS License Server

Flease wait while the Setup Wizard installs DS License Server,

Status: Copying new files
—

A progress bar is displayed while the License Administration Tool files are installed. Once the installation
has been completed, the following dialog box appears:
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Completed the DS License Server Setup
Wizard

Click the Finish button to exit the Setup Wizard.

. .
’ D5 License Server has been successfully installed.

u:n’

JDEXPERIENCE

Back Cancel

informing you that the installation has been completed, and the License Administration Tool is launched
automatically.

6. Click the Finish button to exit the setup wizard.

The License Administration Tool remains open. You now have to create a server definition for the license
server to which you want to connect using the License Server Connection Parameter s dialog box:

S

-
License Server Connection Parameters M

License server name: |

Administration port: 4034

[] Use a proxy server

Proxy name:
Proxy port:
Ok ] [ Cancel ] [ Connect
L% A
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7. Enter the name of the license server (the name of the machine hosting the server, typically), set the listening
port number for the License Administration Tool, then click OK.

Youwill only be able to administer aremote license server if you checked the Enableremoteadministration
check button when configuring the license server.

5" Note: TheLicense Administration Tool may communicate with forward and reverse proxies. For
more information, refer to Communicating through Forward and Reverse Proxies.

The License Administration Tool now looks like this:

License Administraticn Too

Servers License View Help

YA

Server DEﬁniﬁOﬂSlLioense Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring Geolomtionl

Status  Computer name Computer id Version Build Date Operating system

- R e By B o B B B o v B e e B o B |
lw5sesdsy

8. Connect to the license server.

You must connect to the server to be able to useit. If you point to the _ icon in the status column, next to
the computer name, a message like this will be displayed:
server xxx not connected

To connect to the server:
e SelecttheServers - Connect command and select the server name from the list.

* Or, pointtothe _ icon, right click and select the Connect command.
» Or, you can aso click the “ icon to connect all servers at the same time.

The X icon appears over the _ computer icon like this g :
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E?‘ License Administration Tool 0| oSl e S

Servers License View Help

YA

Server Definitions | License Administration | License Usage | License Recydling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Wersion Build Date Operating System
B twSsesdsy HRE-425A10DEF1780305 6.216.0 Oct 23, 2013 6:30:38  Windows 7

Theinstallation results in the following:

alLicense Administration Tool isinstalled on the local machine
aninstallation log file is created in:

OTEMP% DSLSnsi . | og

inthe Start -> All Programs menu, theentry DS L icense Server isadded, containing the commandsL icense
Server Administration and License Server Documentation.

Installing the DS License Server on UNIX

Thistask explains how to unload the DS License Server from scratch on a single computer running a supported
UNIX operating system.

1
2.
3.

Log on as root.

Change directory to the media mount point.

Change directory to the appropriate sub-directory for your UNIX platform, for example on AIX:
Al X

Check that the DISPLAY variable is exported appropriately before continuing (or perform the installation
using the -noUl option).

Run the command:

./startlnstLicServ

The command can be run with the following options

Option Description
-p Set the installation path. The default valueis:
[ usr/ Dassaul t Syst enes/ DSLi censeSer ver
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Option Description

-n Set the licensing administration port number. The default value is: 4084

-X Prevent system file update managing automatic startup when rebooting your machine

-onlyAdminTool Installs only the License Administration Tool (without the license server)

-f Installing from scratch means that you are installing the DS License Server and also deleting all previous
licenses in the license repository. This may be necessary if your licenses have been corrupted.

-noul Do not launch the License Administration Tool GUI. Useful when no display is available.

-h Display help

Theinstallation starts and the system outputs the following:

/ t np/ DSLS/ Al X64
Check free port
Chosen port 4084

Installing server in /usr/Dassault Systenmes/DSLi censeServer

Creating directory /usr/Dassaul t Systemes/ DSLi censeServer

nkdir -p -m 755 /usr/ Dassaul t Syst emes/ DSLi censeSer ver

Directory /usr/ Dassaul t Syst enes/ DSLi censeServer was successful |y created
Installation directory: /usr/DassaultSystenes/DSLi censeServer

TarCmd: tar -xf /tnp/ DSLS/ Al X64/ DSLS. t ar

Untar DSLS.tar was successf ul

Server initialization:

/ usr/ Dassaul t Syst enes/ DSLi censeSer ver/ ai x_a64/ code/ bi n/ DSLi cSrv -i ni t Server
-adm nPort 4084

2013/08/25 16:13:13: 044 | INITSERVER Initializing |license server on /var
args [-adm nPort, 4084]

2013/08/ 25 16:13:13: 044 | REPOCSI TORY LicenseDB.dat witten to disk

2013/08/ 25 16:13:13: 044 | REPOCSI TORY LicenseRT.dat witten to disk

2013/08/ 25 16:13:13:044 | | NI TSERVER Server version 6.216.0 built on

Cct 23, 2013 1:04:39 PM

2013/ 08/ 25 16:13:13:044 | | NI TSERVER Conputerld HRE-425A10DEF1780905

Server was successfully initialized

Server start:
Server was successfully started

Sendi ng nohup out put to nohup. out.
Admi n Consol e start:
[ usr/ Dassaul t Syst emes/ DSLi censeSer ver/ ai x_a64/ code/ bi n/ DSLi cSrv - admni nUl

TheLicense Administration Tool dialog box is displayed. The License Administration Tool has the same
graphic user interface and works the same way as on Windows.

57 Note: If you intend to install the DS License Server on a UNIX machine which does not use adisplay,
to avoid automatically displaying the LicenseAdministration Tool, perform theinstallation by running
the following command:

startlnstLi cServ -noUl

To access administration functions, launch the License Administration Tool in command line mode
as follows:

/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ OS/ code/ bi n/ DSLi cSrv -admi n
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You must configure the firewall on the machine hosting the license server to enable license clients to access
the license server, using the port numbers specified in Port Management.

Wheninstalling the DS License Server on Suse, some messagesrelatedtoi nsser v may bedisplayed. They
can be safely ignored.

Upgrading Your License Servers in a Failover Cluster

This section explains one possible method for upgrading your license serversin afailover cluster.

1. FromaLicense Administration Tool tool on afourth machine outside the cluster (to find out how to install
justtheLicenseAdministration Tool without thelicense server, see Installing Only the License Administration
Tool on Windows) :

a. Connect to the three failover members, and check that the failover cluster is green.
b. Stop one of the failover members using the Ser ver s - St op command.
c. Check that the failover cluster status goes from green to yellow (meaning the cluster is still running).

2. Onthefailover member that you stopped:
*  OnWindows:

- Check that thereisno local License Administration Tool running.
- Uningtall the DS License Server.
- Install the new DS License Server version.

e OnUNIX:

- Check that thereare no DSLi ¢ Sr v processes running on the member using the command: ps - ef
| grep DSLicSrv.

- Deletetheinstallation directory as follows:

rm -rf /usr/DassaultSystemes/DSLicenseServer
- Install the new DS License Server version asfollows. startlnstLicServ -noUl

3. Return to the fourth machine:
a. Reconnect to the upgraded failover member, and check that the member is running a different license
server version from the two other members.
b. Stop the server on the second member. The failover cluster statusis now red.
4. On the second member, repeat the same steps performed on the first member.
5. Return to the fourth machine:

a. Reconnect to the second upgraded failover member, then check the license server version and that the
failover cluster statusis now yellow.

b. Stop the server on the third member.
6. On the third member, repeat the same steps performed on the other two members.
7. Return to the fourth machine:

a. Reconnect to the third upgraded failover member.
b. Check the license server version and that the failover cluster statusis now green.
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Uninstalling the DS License Server

This section explains how to uninstall the DS License Server on both Windows and UNIX.

Uninstall on Windows

Uninstalling relies on Windows-compliant tool s enabling anyone familiar with Windows procedures and concepts
to uninstall the software without assistance.

Before you begin: Before uninstalling aDS License Server version on Windows OS, be sure to close:

30

all browser applications, such as Internet Explorer or Firefox
all DSLicense Administration Tools.

1. Logon asan administrator.

4. When prompted to confirm, click the Yes button each time to confirm.

You must belong to the Administrators group, or have the privileges assigned to the Administrators group.

Otherwise, you will not be able to uninstall the software.

On the Windows desktop, select the Start > Control Panel, then double-click the Programsand Features

control.

A dialog box is displayed containing the list of programs and features installed on your computer.

Double-click theitem DS License Server from thelist.

The list looks something like this (depending on the software installed on your computer):

Organize - = - @
Mame : Publisher Installed On
3 CCleaner Piriform 5/23/2012
8- Crystal Reports Basic for Visual Studio 2008 Business Objects 2/27/2012
51 Crystal Reports Basic Runtime for Visual Studio 2008 (... Business Objects 2/27/2012
;'ﬂDassauIt Systémes - Qutlook Meeting Rooms Finder Dassault Systémes 3/30/2012
51 Dassault Systemes Software VOO Prerequisites x86-x64  Dassault Systemes 4/17,/2012
{8 Dotfuscator Software Services - Community Edition PreEmptive Solutions 2/2772012
E’r. DS License Server Dassault Systemes 6,/26,/2012
& Google Chrome GoogleInc, 3/30/2012
| £ Java(TM) 6 Update 31 Oracle 4,/4/2012
| £:[Java(TM) 7 Update 2 ([64-bit) QOracle 44,2012
| £:[Java(TM) SE Development Kit 7 Update 2 (64-bit) Cracle 47472012
Juniper Metworks Host Checker Juniper Metworks 4/1/72012
& Juniper Metworks Metwork Connect 7.1.0 Juniper Metworks 4172012

The program removes:

the installation folder

the Windows servicenamed DS Li cense Server

all entriesin the Start > All Programs menu
all registry entries.

Note that the following are NOT removed:

license keys
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e settings
* logs.

Uninstall on UNIX
This section explains how to uninstall the DS License Server on UNIX.

1. Logon asroot.
2. Stop the license server by running the following command:

/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ OS/ code/ bi n/ DSLi cSrv - st opSer ver
or by usingtheSer ver s - St op command provided by alocal or remote License Administration Tool.
If you are using alocal administration tool, exit thistool.

3. Deletetheingtallation directory asfollows:
rm-rf /usr/Dassaul t Syst enes/ DSLi censeSer ver

4. If youdid not usethe-x optionwiththe. / st ar t | nst Li ¢ Ser v.command when you installed the license
server, delete the remaining system files created at this moment by running the following commands, depending
on the UNIX platform:

OnAIX:

rmtab DSLicSrv

On Solaris:

rm/etc/rc2.d/ S98dsl s
rm/etc/rc2. d/ K96dsl s
rm/etc/init.d/dsls

On Linux:

fusr/lib/lsb/renove initd /etc/init.d/dsls
rm/etc/init.d/dsls
rm/etc/sysconfig/dsls
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Configuring the DS License Server and
Clients

This section explains how to configure the DS License Server and clients.

Starting the License Administration Tool

32

This section explains how to launch thetool if it isnot running, and obtain the computer id required for ordering
licenses.

1. SelectStart - Al Prograns - DS License Server - License Server

Admi ni stration.
The License Administration Tool is displayed.

Thetool has amenu bar and several tabs. The View menu contains alist of tabs with check marks. Click the
check marks to hide or display tabs as required.

Optionally, you may wish to select another display scheme by using another one by selecting the View >
L ook and Feel command.

2. Locatethe Computer id column in the dialog box:

E’# License Administration Tool = | B ||

Servers License View Help

A TE

Server Definitions | License Administration | License Usage | License Recyding I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Wersion Build Date Operating System

B twSsesdsy [ERE-225210DEF1750505 | 6.216.0 Oct 23, 2013 6:30:38  Windows 7

The computer id will be required when you order your licenses.

57 Note: Analternative method of obtaining the computer id isto go to thefollowing installation directory:
C.\Program Fi | es\ Dassault Systenes\DS Li cense Server\w n_b64\ code\ bi n
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and run the following command:
DSLi cTarget -t

TheDSLi cTar get tool isaso available in the appropriate operating system folders on your CD-ROM.

On Windows, the computer id is based on the network card. Teamed and bridged network cards are not
supported. A possible workaround is to add another network card which does not need to be connected to
the network, but needs to be powered on.

Multiple network cards

OnWindows, if your machine hosts several network cards and the computerl D managed by the license server
is not from the network card you wish, you can change it. Be aware that, if license keys are already enrolled
in the license server, they will become invalid. So you will need license keys generated for the desired
computerD.

When installing the first time, the license server retrieves the computerlD and storesit in its database. If the
computerlD is changed later by using the DSLi cTar get - s command, the license server will not take it
into account.

In order to reset the computerID in the license server database, you can follow these steps:

1. Runthecommand DSLi cTar get -1 tolist the Ds available on the machine.
2. Runthe command DSLi cTar get - s (in an elevated command prompt) to set the desired ID in the
Windows registry.

3. Uningtall the license server.
4. Removethe License Administration Tool settingsfile:
C.\ Users\useri d\ AppDat a\ Roani ng\ Dassaul t Syst enes\ Li censeAdmi nUl

5. Reinstall the license server and check the I nstall Server from scratch check button to force the license
server to read the | D value stored in the registry, instead of the value in the license server database.

&7 Note: On UNIX, start the License Administration Tool by running the following command,
for example on Al X:

/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ ai x_a64/ code/ bi n/ DSLi ¢Sr v
-adm nUl

Configuring and Activating a Standalone License Server

This section explains how to configure and activate your license server in standalone mode.

Theinstallation created a license server on your machine. But you must first configure and activate the license
server before a client process can be served.

You must choose to configure the server:

» asastandalone server
« orinfalover mode as a member of acluster.

These choicesare mutually exclusive. Once you have configured the server in either standalone or failover mode,
you cannot modify your configuration. In particular, license keys are different.

1. SelectStart - Al Prograns - DS License Server - License Server
Adni ni st rat i on tolaunch the License Administration Tool if it is not aready launched:
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m License Administraticn Toaol

-:--El-g

Servers License View Help

yRed

Server DEﬁniﬁ°n5|License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Status

Computer name

lw5sesdsy

Computer id Version Build Date Operating system

HRE-4Z5A10DEF1780%

2. Connect the License Administration Tool to the server.

You must connect to the server to be able to useit. If you point to the _ icon in the status column, next to
the computer name, a message like this will be displayed:

server Xxxx not connected
To connect to the server:

* SelecttheServers

Connect command and select the server name from the list.

e Or, pointtothe _ icon, right click and select the Connect command.

e Or,youcanasoclickthe a icon to connect all defined servers at the sametime (only oneinthe current
scenario).

Note that you can connect the tool to several license servers simultaneously. To disconnect from one license

server, select the Di sconnect command. To disconnect all license servers, click the a icon.

The status now looks like this:

34
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p
m License Administration Tool =RRch X

Servers License View Help

it & A

Server Definitions | License Administration | License Usage | License Recydling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Wersion Build Date Operating System
B twSsesdsy HRE-425A10DEF1780305 6.216.0 Oct 23, 2013 6:30:38  Windows 7

Pointing to the " icon displays the following message:
licensing port not configured; check server properties

3. Configure the license server.
* SelecttheServers - Properti es command and select the server name from the list.

e Or, point to the 7] icon, right-click and select the Di spl ay properti es command.
* Or, double-click the line containing the computer name.

The Server Configuration dialog box appears:
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Server Cenfiguratic |5 I

Licensing port not yet validated.
Please accept or modify its default value, then click on Apply button.
Then you will have to enroll licenses.

MName: IwSsesdsy
Computer ID: HRE-425A 10DEF 1780905
Software version: 6.216.0
Build date: Oct 23, 2013 6:30:35 PM
Administration port: 4034
Licensing port: 4085

Set password...

Remote administration autharization:
(@ Maone
() Restricted
i Ful

Enable offline license extraction

[] Enable license usage statistics

[] Enable automatic recyding

[ License usage tracing... ]

[ Mail configuration. .. ]

Server log directory: C:'\ProgramData'DassaultSystemesLicenseServer \LogFiles

i@ Standalone server

() Failover duster

K H Cancel H Apply ]

You do not have to set any other options for the moment, but for information purposes hereis alist of the
information and options in the dialog box:

Server name:  Name of the machine hosting the license server.

Server id: Computer id of the machine hosting the license server.
Software Internal software version number.

version:

Build date: Internal software version build date.
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Adminigration Listening port for the License Administration Tool.

port:

Licensing TheLicensing port: field isdisplayed in yellow, informing you that you can either accept
port: the default port number (4085) or set another port number.

Set Clicking this button opens the Administrative Credentials dialog box which lets you set
password... passwords required to administer your server using the License Administration Tool.

When the passwords are already present, the button name is Change passwor ds....

If needed, you must set the password by clicking the Set password... button and typing
the new password for full access mode:

Administrative Credentials

Full access mode:

Mew password:

Re-type new password:

Restricted access mode:
Mew password:

Re-type new password:

QK ] [ Cancel

Once you have set the password, an additional field appearsin the upper area allowing you
to enter the current password for full access mode before modifyingit. Thefield for entering
the password for restricted access modeis also activated, allowing you to set or modify
the password for restricted access mode, asillustrated:
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Remote
adminigtration
authorization

Administrative Credentials

4

Full access passwaord:

Full access mode:

Mew password: FEERARERENS

Re-type new password: [TTITITIITIT]

Restricted access mode:

Mew password:

Re-type new password:

K ] [ Cancel

Allows you to deny access, or grant restricted or full accessto alicense server from a
remote License Administration Tool installed on a remote computer.

Several License Administration Tool instances can be connected simultaneously to the
same license server. Only one License Administration Tool instance can have fulll
administration access to the license server: either the local License Administration Tool
or the first one that connects to the license server remotely.

Furthermore, alocal License Administration Tool takes priority over one started on a
remote computer. When alocal License Administration Tool connectsto alocal license
server, if another administration tool is already connected in full mode, it is disconnected.
This happens even if the License Administration Tool already connected isalso alocal
one, irrespective of whether the tool isrunning in GUI or CLI mode.

full: aremote License Administration Tool can connect to the license server and act
with the same privileges asif it was running locally. This mode allows you complete
control of the license server. Even if you have theright to fully administrate the license
server, you may decide to connect to the server in restricted mode if you do not intend
to make any modifications to the server. You connect to the server in thisway using
theServers - Connect restrictedcommand.

restricted:

This mode enables aremote License Administration Tool to connect to the license
server but only in restricted mode, even if no other administration tool is connected to
thislicense server.

You can only set the password for restricted access modeif the password for full access
mode has already been set.

Restricted mode features the following limitations:

- no modifications are allowed in the Server Configuration dialog box
- no licenses can be deleted using the License Administration tab
- no licenses can be recycled using the L icense Recycling tab
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- creation and/or modification operations in the Authorizations tab are not allowed.

* none: remote administration is denied.

The following table summarizes which passwords are requested at connection time when
administering aloca server or aremote server, and remote administration isfully authorized:

No password set

Only password for Full mode set

Both Full and Restricted mode
passwords set

Connect Command

No password reguested

Password for Full mode must be
entered

Password for Full mode must be
entered

If password for Restricted mode is
entered, connection isforced in
Restricted mode

Connect restricted

Command
No password requested
No password requested

Password for Full or Restricted
mode must be entered

The following table summarizes which passwords are requested at connection time when
administering a remote server, and remote administration is restricted:

No password set

Only password for Full mode set

Both Full and Restricted mode
passwords set

Connection from remote tool
using Connect Command

No password reguested
Connectionisforced in Restricted
mode

No password requested
Connection isforced in Restricted
mode

Password for Full or Restricted
mode must be entered

Connectionisforced in Restricted
mode

Connection from remote tool
using Connect
restrict ed command

No password requested

No password requested

Password for Full or Restricted
mode must be entered

The following table summarizes which passwords are requested at connection time when
administering a remote server, and remote administration is denied:

No password set
Only password for Full mode set

Both Full and Restricted mode
passwords set

Connection from remote tool
using Connect Command

Connection denied
Connection denied

Connection denied

Connection from remote tool
using Connect
restrict ed command

Connection denied
Connection denied

Connection denied

Mode is only taken into account at connection time. For example, if the mode is changed
from restricted to none, the remote tools already connected in restricted mode will stay

connected.

Checkbox statusis only taken into account once the license server has been activated.
Before activation, remote administration is allowed.
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Enable offline
license
extraction

Enablelicense
usage
statistics

Enable
Automatic

Recycling

TheLicense Administration Tool level must be higher than or equal to the license server
level.

7 Note: There's no connection timeout between a L icense Administration Tool
remotely connected to alicense server and this license server. However, if a network
problem occurs or if the License Administration Tool runs from alaptop which
disconnects, the connection between both processes is broken and the statusin the

Server Definitionstabreturnsto _ . Oncedisconnected, the LicenseAdministration
Tool doesn't automatically reconnect to the license server(s).

Check this box to enable offline license extraction when configuring the license server.
Thisbox is checked by default. Uncheck it to forbid offline license extraction.

Enables license usage statistics using the Statistics tab.

If you check this checkbox, the license server collects statistical data. If you uncheck it,
the license server will NOT collect statistical data, and data already collected will not be
del eted.

Enables automatic recycling of all named user licenses which have not been used for at
least 30 days.

Using the License Recycling tab, you can manually recycle a named user license tied to
anamed user if this license has been used by this user for more than 30 days, and if the
terms of the license contract (user retirement, etc.) allow you to do so. Enabling automatic
recycling avoids manual license recycling.

Irrespective of whether this option is activated, the license server stores and displays the
last usage date of a given named user licenseinthe Last used at field when detailed
license usage information is requested:

’ ~
L?F Detailed Licensze Usage - — " - I,&J
License usage for product LIV-MDEVPM from editor Dassault Systemes
e User Host Granted since Last used at Active pro

DemoReviewer  WIN-KNKSLOFILFY (FFFFFFFFFFFFFFFF-c0a81f80.1)  7/5/12 7:24PM | 7/9/12 2:01PM | (None)
L4 m (3

Assoon asit is granted to a named user, the last usage value is set. The value is updated
every time the named user logsin or logs out (and also when internal heartbeats occur).

If you manually recycle alicense, the last usage value is emptied.
The license server initiates automatic recycling every day at 00h00 UTC.
A license cannot be recycled if agiven processis still using the license.

Casua usage named user licenses are not managed by this process: casual licenses are
already automatically recycled at the beginning of every month.

Thelast usage value of offline named user licensesisinitialy set to the date of the extraction.
The date is updated:

» at the exact time when the end of offline duration occurs
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» at the exact time the user extends the offline license
» at the exact time the user manually restitutes the offline license.

If youinstall on top of aV6R2013x version or lower, the last usage value of all tied named
user licensesisinitialized with the new installation date, and the last usage value of all
non-tied named user licensesisinitialized to an empty value.

When aLicense Administration Tool manages aVV6R2013x or lower license server, the
Last used at field normally displayed when detailed license usage information is
requested will not be displayed.

7 Note: Notethefollowing limitation: if thelicense server isnot running at 00h00 UTC,
automatic recycling of named user licensesis not postponed until the license server
restart, but to the next 00hO0 UTC.

Licenseusage Displaysthe License Usage Tracing dialog box allowing you to select the licenses for

tracing... usage tracing:
i !
E’!— License Usage Tracing [ﬁj
Select licenses to trace:
i Select al licenses | | Un-select all licenses
ALX [ LIv
CAL [ LIV-MDEVPM
CFF TOL
EMG
Ok | | Cancel
L —

Thisdialog box is only useful after importing licenses.

You have to select at |east one license to activate usage tracing. You can select individual
licenses by checking the box next to the license(s), or select and unselect all the licenses
using the Select all licenses and Un-select all licenses buttons respectively.

If activated, the traces of license request and detach operations and timeouts are logged
and can be viewed using the Server L ogstab. Note that "timeout” means that the license
server detached the licenseitself, because it was not contacted by the licensing client during
the appropriate period.

7 Note: Detaching of licenses granted to the Live Collaboration server is not traced by
default. Instead, timeouts appear for theselicenses unlessyou set the following variable:

MX_NUL_FULL_USAGE_REPORT=t r ue
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intheenovi a. i ni file(Windows) or nkEnv. sh (UNIX). For more information
about this variable, see the Live Collaboration server documentation.

If the Select all licenses button is checked, then you enroll licenses for new features, the
new features and checkboxes will be added automatically, and the boxes will be checked,
which avoids having to access this dialog box again and click the Select all licenses button

again.
If another LicenseAdministration Tool isalready connected, thedialog box isin read-only
mode and the contents are grayed out.

Mail Displaysthe Mail Configuration dialog box allowing you to send license server event
configuration... notifications to specified mail addresses:

Mail Configuration
SMTFP server name: |
Redpients:
Events: [7] when server starts

[] when server stops E]
U

1 30

[] when licenses will expire

day(s) before E]

oK ” Cancel H Test

The fields are as follows:

e SMTP server name:: specify the name of the mail server to which the license server
will send notifications. By default, the SMTP port number is 25. But the port number
can be set to adifferent value, separated from the name by a colon (:). For example:
MySMIPser ver : 26. Note that SMTP servers requiring authentication and/or SSL
are not supported.

¢ Recipients:: specify the e-mail addressesto which to the notifications will be sent. You
can specify several e-mail addresses, each separated by commas ().

« Events:: Mail notifications are available for the following types of events:

- when server starts: anctification is sent when the license server starts
- when server stops:anatification is sent when the license server stops

- when licenses wll expire:anotificationissent when alicenseis about
to expire. When several licenses are about to expire, only one notification is sent.
Notifications are sent at 1:00H AM server local time, each day the condition is still
valid. You can set the number of days prior to license expiration by adjusting the
dider to set avalue between one and thirty days.

Every time a notification is sent, the information is also added to the server log.

The subject, content and footer in the notification of each event type can be customized by
clicking the ... button which displays the M ail Template dialog box, for example:
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mail subject when server starts
server is starting
mail body when server starts

zerver i=s starting...

Body footer (common to all mails)

Thi=z me=s=zage ha=s been generated by license server: do not reply.

Click the Test button to send a mail notification to validate the SMTP server name and
e-mail addresses.

Server log Point to this option to display the path of the directory containing license server logs. The

directory full pathname is displayed in atooltip, and can also be selected when clicking on it (or
double-clicking or triple-clicking). The path may be located either on the local machine or
on aremote machine. The server log directory path can only be set in command line mode
(using the- |1 ogDi r option of the DSLi ¢Sr v batch command).

Standalone  Thisoptionischecked by default and signifiesthat you are configuring astandal one server,
server not a server belonging to afailover cluster.

Failover

cluster Refer to Configuring and Activating a Cluster in Failover Mode.

4. Set thelicensing port number, then click the Apply button.
The Server Configuration dialog box now looks like this:
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License server not yet enabled. Please enroll licenses.
Mame: IwEsesdsy

Computer ID: HRE-425A 10DEF 1780905
6.216.0
Oct 23, 2013 5:30:38 PM

Software version:
Build date:

Administration part: 4034
Licensing port: 4085
Set password...

Remote administration authorization:
(@ Mone
(") Restricted
& Full

Enable offline license extraction

[] Enable license usage statistics

[] Enable automatic recyding

[ License usage tracing... ]

[ Mail configuration. .. ]

Server log directory: C:'\ProgramData'\DassaultSystemesiLicenses

@ Standalone server

(7 Failover duster

Ok ] [ Cancel Apply

then click OK.

Pointing to the " icon now displays the following message:
No license enrolled

For the moment, the license server is configured but not activated. You cannot use the license server until it
has been activated. To activate the license server, you must enroll a special license: the Activation license.
However, thislicense istypically embedded in the . LI CZ file containing the product licenses, so you don't
have to manage it in a specia way. If you have licenses for several editors, you will need several activation
licenses.

5. Enroll the license as follows:

a. SelecttheLi cense - Enroll commandorclickthe,@ icon.
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The Open dialog box is displayed.
b. Select the appropriate. LI CZ file containing your licenses, then click the Open button.

License keys and their activation key are provided in the form of archive files named something like this
(with the.. LI CZ suffix):

DLD- 430814856494DBA7_7KLXM UVSBG- 8VFDL- GPMSS- VIED3_0001_1. LI CZ

The License Enrollment dialog box opens, containing messages confirming that the licenses have been
enrolled on your server:

Li cense enroll starting

| wbsesdsy: License enroll starting

Sending files to server |wbsesdsy

E \ L censes\ LD 4308148564940BA7_7KIXAM WSBG 8VHDL- GAMGS VIEDB 0001 1. LI C&Z/ FEAT-1-0f -9. LI C
E \ Li censes\ DD 430814856494CRA7 _7KIXAM U/SBG 8VHL- GAMGS VIEB 0001 1. LI C&Z/ FEAT-2-of - 9. LI C
E \ L censes\ LD 4308148564940BA7_7KIXAM WSBG 8VHDL- GAMGS VIEDB 0001 1. LI C&Z/ FEAT-3-0f -9. LI C
E \ Li censes\ DD 4308148564940BA7 _7KLXAM U/SBG 8VHL- GAMGS VIEB 0001 1. LI C&Z/ FEAT-4-of -9. LI C
E \ L censes\ LD 4308148564940BA7_7KIXAM WSBG 8VHIL- GAMGS VIEDB 0001 1. LI C&Z/ FEAT-5-0f -9. LI C
E \ Li censes\ DD 430814856494CBA7_7KLXAM U/SBG 8VHL- GAMGS VIEB 0001 1. LI C&Z/ FEAT-6-0f - 9. LI C
E \ L censes\ LD 4308148564940BA7_7KIAM WSBG 8VHDL- GAMES VIEDB 0001 1. LI C&Z/ FEAT-7-0f -9. LI C
E \ Li censes\ DD 430814856494CRA7_7KIXAM U/SBG 8VHL- GAMGS VIEB 0001 1. LI C&Z/ FEAT-8-0of - 9. LI C

E \ Li censes\ LD 4308148564940BA7_7KIXAM WSBG 8VHLL- GAMGS VIEDB 0001 1. LI &Z FEAT-9-0f -9. LI C

| wbsesdsy : 9 licenses received
c. Click OK.

The ] icon confirms that your server has been activated:
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-

E’# License Administration Tool = | [E] |

Servers License View Help

A TE

Server Definitions | License Administration | License Usage I License Recydling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Version Build Date Operating System
B jwSsesdsy HRE-425A10DEF1780905 6.216.0 Oct 23, 2013 6:30:38  Windows 7

If you point to the @ icon, atooltip like this will be displayed:
server lwbsesdsy (10.232.69.69) connected
confirming that your license server is up and running.

7 Note: Onceyou have configured and activated your server as a standal one server, you can no longer
change your mind and configureit as part of afailover cluster. Thisiswhy the corresponding options
are grayed out.

Warning: theActivation licenseincluded in. L1 CZ fileswith the product licensesis valid for only 30 days.
You must activate the license server within 30 days after having received the license file. If you need to
activate the server asecond time, after thefirst 30 days, the original activation licenseincluded inthe original
. LI CZ filewill no longer be valid, in which case another activation license included in another . LI CZ file
isrequired. You only have to activate the license server once. The 30 days apply to the life of the activation
license, not to how long the license server remains active.

Configuring and Activating a Cluster in Failover Mode

This section explains how to configure and activate your license serversin failover mode.

When configuring the license server, you can configure the server:

* asastandalone server
» orinfailover mode as amember of acluster.

In the preceding section of this guide, you learned how to configure alicense server in standal one mode.

These choicesare mutually exclusive. Once you have configured the server in either standalone or failover mode,
you cannot modify your configuration. In particular, license keys are different.

Before you begin:

Before commencing thistask, keep the following points in mind:
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» The objective of afailover configuration isto increase reliability, not capacity.

* Youmustinstall and start alicense server on three different machines. A failover cluster of license serversis
composed of exactly 3 computers. The three machines can be any supported Windows or UNIX machines; they
do not have to be all Windows or all UNIX machines.

» Inorder to maximize quality of service, we recommend that the three machines be on the same subnetwork.

» At least two machines must be up and running and connected to each other in order to have aworking failover
cluster.

» The three machines have the samerole: there is no master/slave concept.

» The three machines exchange messages every time license datais modified (for example, in case of new license
enrolled or license granted to a client). Only the modifications are transmitted and not all license data.

» Each machine hasits own log file management: the logs are not synchronized between failover members.

In our scenario, you will start the License Administration Tool on alicense server on Windows, then build the cluster
using three existing UNIX machines.

1. On any machine on which alicense server has been installed, launch the License Administration Tool if it
is not already launched.

In our scenario, thistool islaunched from a computer which will not be part of the cluster, but it can also be
run from a future member of the cluster.

frf_ License Administration Toal S

Servers License View Help

LA e

Server DEﬁniﬁ°n5|License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Status  Computer name Computer id Version Build Date Operating system

‘= IlwSsesdsy HRE-425L10DEF17805:

2. Createaconnection to one of the license serversto be part of the cluster using the Server s> New... command.
3. Connect the License Administration Tool to the server.

You must connect to the server to be ableto useit. If you point to the _ icon in the status column, next to
the computer name, a message like thiswill be displayed:
server Xxx not connected

To connect to the server:

e SelecttheServers - Connect command and select the server name from the list.

e Or, pointtothe _ icon, right click and select the Connect command.

» Or, you can aso click the % icon to connect all servers at the same time.

The status now looks like this:
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Status Computer name Computer id
o riffdsy JFN-D370E018200EEADL

Pointing to the 7] icon displays the following message:
licensing port not configured; check server properties

4. Configurethe license server.
* SelecttheServers - Property command and select the server name from the list.

e Or, point to the ® icon, right click and select the Pr oper t y command.
* Or, double-click the line containing the computer name.

The Server Configuration dialog box appears:
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Server Cenfiguratic X [

Licensing port not yet validated.
Please accept or modify its default value, then click on Apply button.
Then you will have to enroll licenses.

MName: IwSsesdsy
Computer ID: HRE-425A 10DEF 1780905
Software version: 6.216.0
Build date: Oct 23, 2013 6:30:35 PM
Administration port: 4034
Licensing port: 4085

Set password...

Remote administration autharization:
(@ Maone
() Restricted
i Ful

Enable offline license extraction

[] Enable license usage statistics

[] Enable automatic recyding

[ License usage tracing... ]

[ Mail configuration. .. ]

Server log directory: C:'\ProgramData'DassaultSystemesLicenseServer \LogFiles

i@ Standalone server

() Failover duster

K H Cancel H Apply ]

You do not have to set any other options for the moment, but for information purposes hereis alist of the
information and options in the dialog box:

Server name:  Name of the machine hosting the license server.

Server id: Computer id of the machine hosting the license server.
Software Internal DS License Server software version number.
version:
Build date Internal software version build date.
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Adminigration Listening port for the License Administration Tool.

port:

Licensing TheLicensing port: field isdisplayed in yellow, informing you that you can either accept
port: the default port number (4085) or set another port number.

Set Clicking this button opens the Administrative Credentials dialog box which lets you set
password... passwords required to administer your server using the License Administration Tool.

When the passwords are already present, the button name is Change passwor ds....

If needed, you must set the password by clicking the Set password... button and typing
the new password for full access mode:

Administrative Credentials

Full access mode:

Mew password:

Re-type new password:

Restricted access mode:

Mew password:

Re-type new password:

Ok

Once you have set the password, an additional field appearsin the upper area allowing you
to enter the current password for full access mode before modifyingit. Thefield for entering
the password for restricted access modeis also activated, allowing you to set or modify
the password for restricted access mode, asillustrated:
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Administrative Credential

Full access passwaord:

Full access mode:

Mew password: FEERARERENS

Re-type new password: [TTITITIITIT]

Restricted access mode:

Mew password:

Re-type new password:

K ] [ Cancel

Remote Allows you to deny access, or grant restricted or full accessto a cluster in failover mode
administration from aremote License Administration Tool installed on a remote computer.

authorization Furthermore, alocal License Administration Tool takes priority over one started on a

remote computer. When alocal License Administration Tool connectsto alocal cluster,
if another administration tool is already connected in full mode, it is disconnected. This
happens even if the License Administration Tool already connected is aso alocal one,
irrespective of whether the tool isrunningin GUI or CLI mode.

The three modes are:

¢ full: aremote License Administration Tool can connect to the cluster and act with
the same privileges asif it was running locally. This mode allows you complete control
of the cluster.

A failover cluster is considered as asingle logical server. Consequently, only one
License Administration Tool can be connected in full mode to the failover. In other
words, only one License Administration Tool gets full access to the three failover
members at a given time.

When aremote License Administration Tool is connected in full mode to one of
faillover members:

- no other tool can connect to this member
- no other tool can connect to both other members

- only the remote tool connected in full mode to one member (or alocal tool) can
connect to both other members.

When alocal License Administration Tool connects to one failover member, it
disconnects:

- theremote tool connected in full mode to this member (if any)

- theother local tool connected to this member (if any)

- theremote tools connected in full mode to both other members (if any)
- thelocal tools connected to both other members (if any).
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Even if you have the right to fully administrate the cluster, you may decide to connect
to the cluster in restricted mode if you do not intend to make any modifications to the

cluster. You connect to the cluster in thisway using the Ser ver s - Connect

restrict ed command.

TheServers - Connect all command connectsto all the members of acluster
and only prompts you once to enter the cluster password.

e restricted:

This mode enables aremote License Administration Tool to connect to the cluster
but only in restricted mode, even if no other administration tool is connected to this

cluster.

You can only set the password for restricted access modeif the password for full access

mode has already been set.

Restricted mode features the following limitations:

- no modifications are allowed in the Server Configuration dialog box

- no licenses can be deleted using the License Administration tab

- no licenses can be recycled using the L icense Recycling tab

- creation and/or modification operations in the Authorizations tab are not allowed.

e none: remote administration is denied, except from both other members, for which full

access is aways granted.

The following table summarizes which passwords are requested at connection time when
administering alocal cluster or aremote cluster, and remote administration is fully

authorized:

No password set

Only password for Full mode set

Both Full and Restricted mode
passwords set

Connect Command

No password requested

Password for Full mode must be
entered

Password for Full mode must be
entered

If password for Restricted modeis
entered, connection isforced in
Restricted mode

Connect restricted
Command

No password requested
No password requested

Password for Full or Restricted
mode must be entered

The following table summarizes which passwords are requested at connection time when
administering a remote cluster, and remote administration is restricted:

No password set

Only password for Full mode set

Connection from remote tool
using Connect Command

No password reguested
Connection isforced in Restricted
mode

No password requested

Connection isforced in Restricted
mode

Connection from remote tool
using Connect
restrict ed Command

No password requested

No password requested

DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide



Configuring the DS License Server and Clients

Connection from remote tool | Connection from remote tool
using Connect Command | using Connect
restrict ed Ccommand

Both Full and Restricted mode Password for Full or Restricted Password for Full or Restricted
passwords set mode must be entered mode must be entered

Connectionisforced in Restricted
mode

The following table summarizes which passwords are requested at connection time when
administering a remote cluster, and remote administration is denied:

Connection from remote tool | Connection from remote tool
using Connect Command | using Connect
restrict ed command

No password set Connection denied Connection denied
Only password for Full mode set Connection denied Connection denied
Both Full and Restricted mode Connection denied Connection denied
passwords set

Mode is only taken into account at connection time. For example, if the mode is changed
from restricted to none, the remote tools aready connected in restricted mode will stay
connected.

Checkbox statusis only taken into account once the license server has been activated.
Before activation, remote administration is allowed.

TheLicense Administration Tool level must be higher than or equal to the license server
level.

7 Note: There's no connection timeout between a L icense Administration Tool
remotely connected to alicense server and this license server. However, if a network
problem occurs or if the License Administration Tool runs from alaptop which
disconnects, the connection between both processes is broken and the statusin the

Server Definitionstabreturnsto _ . Oncedisconnected, the LicenseAdministration
Tool doesn't automatically reconnect to the license server(s).

Enablelicense Enables license usage statistics using the Statistics tab.

;2?;(:8 If you check this chgckbox, the Iicense_se_rver collects statistical data. If you unc_:heck it,
the license server will NOT collect statistical data, and data already collected will not be
deleted.

Enable Enables automatic recycling of all named user licenses which have not been used for at

Automatic least 30 days.

Recycling . . . : :

Using License Recycling tab, you can manually recycle a named user licensetied to a
named user if thislicense has been used by thisuser for morethan 30 days, and if theterms
of the license contract (user retirement, etc.) allow you to do so. Enabling automatic
recycling avoids manual license recycling.
Irrespective of whether this option is activated, the license server stores and displays the
last usage date of a given named user licenseintheLast used at field when detailed
license usage information is requested:
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License usage
tracing...

m Detailed License Usage — . - I.—s-:h,l

License usage for product LIV-MDEVPM from editor Dassault Systemes
e User Host Granted since Last used at Artive pro
DemoReviewer  WIN-KNKSLOZILFY (FFFFFFFFFFFFFFFF-c0a81f80.1)  7/5/12 7:24PM | 7/9/12 2:01PM | (None)

4 nm [

Assoon asit is granted to a named user, the last usage value is set. The value is updated
every time the named user logsin or logs out (and also when internal heartbeats occur).

If you manually recycle alicense, the last usage value is emptied.

The license server initiates automatic recycling every day at 00h00 UTC. In the context of
afailover cluster, the action is triggered on each member, and is not propagated to the
others. If amember isdown at 00h00 UTC, the action cannot be triggered on this member.
But when this member restarts, it will get appropriate data from the other members during
startup synchronization in the usual way.

A license cannot be recycled if a given processis still using the license.

Casual usage named user licenses are not managed by this process: casual licenses are
already automatically recycled at the beginning of every month.

Thelast usage value of offline named user licensesisinitialy set to the date of the extraction.
The date is updated:

» at the exact time when the end of offline duration occurs
» at the exact time the user extends the offline license
e at the exact time the user manually restitutes the offline license.

If youinstall on top of V6R2013x or alower version, the last usage value of all tied named
user licensesis initialized with the new installation date, and the last usage value of all
non-tied named user licensesisinitialized to an empty value.

When aLicense Administration Tool manages aVV6R2013 or lower license server, the
Last used at field normally displayed when detailed license usage information is
requested will not be displayed.

57 Note: Notethefollowing limitation: if the license server isnot running at 00h00 UTC,

automatic recycling of named user licensesis not postponed until the license server
restart, but to the next 00h00 UTC.

Displaysthe License Usage Tracing dialog box allowing you to select the licenses for
usage tracing:
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i !
EF,_ License Usage Tracing ﬁ
Select licenses to trace:

i Select all licenses | I Un-select all licenses
[ ALX [ Lv
[ caL [ LIV-MDEVFM
[ cpF [ ToL
[ ENG
I Ok I I Cancel

h —

You have to select at |east one license to activate usage tracing. You can select individual
licenses by checking the box next to the license(s), or select and unselect al the licenses
using the Select all licenses and Un-select all licenses buttons respectively.

If activated, the traces of license request and detach operations and timeouts are logged
and can be viewed using the Server L ogstab. Note that "timeout” means that the license
server detached the licenseitself, becauseit was not contacted by thelicensing client during
the appropriate period.

57 Note: Detaching of licenses granted to the Live Collaboration server is not traced by
default. Instead, timeouts appear for these licenses unlessyou set the following variable:

MX_NUL_FULL_USAGE_REPORT=t r ue

intheenovi a. i ni file(Windows) or nkEnv. sh (UNIX). For more information
about this variable, refer to the Live Collaboration server documentation.

If the Select all licenses button is checked, then you enroll licenses for new features, the
new features and checkboxes will be added automatically checkboxes, and the boxes will
be checked, which avoids having to access this dialog box again and click the Select all
licenses button again.

If another LicenseAdministration Tool isalready connected, thedialog box isin read-only
mode and the contents are grayed out.

Mail Displaysthe Mail Configuration dialog box allowing you to send license server event
configuration... notifications to specified mail addresses:
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Mail Configuration

SMTP server name: DN ER BN o)
Redpients: e g g em
Events: 7| when server starts ™

| when server staps

7| when falover member is isolated f mni(s) after isolation
80

0
7| when keenses wil expire “  day{s) before
20

Thefields are as follows:

e SMTP server name:: specify the name of the mail server to which the license server
will send notifications. By default, the SMTP port number is 25. But the port number
can be set to adifferent value, separated from the name by a colon (;). For example:
MySMIPser ver : 26. Note that SMTP servers requiring authentication and/or SSL
are not supported.

* Recipients:: specify the e-mail addressesto which to the notifications will be sent. You
can specify several e-mail addresses, each separated by commas ().

» Events.: Mail notifications are available for the following types of events:

when server starts: anotification is sent when the license server starts
when server stops: anoctification issent when the license server stops
when failover menber is isolated:inafalover configuration, a
notification can optionally be sent when a member cannot connect to both other
members for agiven number of minutes. The default valueis 5mins. and can be set
from 1min. to 60mins, in 1min. increments. The natification is sent by the isolated
member, not by the other two members. If the issue isrelated to the network itself,
the notification might not be received by the SMTP server. The notification is sent
only once while the member isisolated, no matter how long the member remains
isolated.

when |icenses will expire:andtificationissent when alicenseis about
to expire. When several licenses are about to expire, only one notification is sent.
Notifications are sent at 1:00H AM server local time, each day the condition is still
valid. You can set the number of days prior to license expiration by adjusting the
slider to set a value between one and thirty days. In afailover configuration, one
notification is sent by each member, so three notifications will be received for the
same event.

Every time a notification is sent, the information is also added to the server log.

The subject, content and footer in the notification of each event type can be customized by
clicking the ... button which displays the Mail Template dialog box, for example:

56
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mail subject when server starts
server is starting
mail body when server starts

zerver i=s starting...

Body footer (common to all mails)

Thi=z me=s=zage ha=s been generated by license server: do not reply.

Click the Test button to send a mail notification to validate the SMTP server and e-mail
addresses.

Server log Point to this option to display the path of the directory containing license server logs. The

directory path may be located either on the local machine or on aremote machine. The server log
directory path can only be set in command line mode (using the - | ogDi r option of the
DSLi ¢Sr v batch command).

Standalone  Thisoptionischecked by default and signifiesthat you are configuring astandal one server,

server not a server belonging to afailover cluster.
Failover Check this option to configure the server as member of a cluster in failover mode.
cluster

5. Set the Failover port: number.
The default is 4086.

6. Check the Failover cluster option.

The lower section of the Server Configuration dialog box now looks like this:

(#) Failover duster
Failover port : 4056
Server names : Server ids
riffdsy JFN-0370E018200EEAQL
227NN
227NN
| oK | [ Cancel ] [ Apply

7. Specify the remaining server names.
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A failover cluster comprises three server names. Note that your server name and its server id are already
declared. As you type in the names of the other two servers, the names appear in red while the software
checksthat the server machines exist. The letters are then displayed normally once the existence of the server
machine has been checked.

Once you have defined three valid members, a ... button is displayed after each server id.
8. Click the Apply button.

The Server Configuration dialog box now lookslike this (note the presence of the... button after each server
id):

Failover port: 4086

Server names: Server ids:
srviic1dsy BMN-521117221984E 728
srvlic2dsy DUN-51E817221984E604
srviic3dsy EKM-5262162219B4E05

Click one of the ... buttons. The M odify Cluster Member dialog box appears:

Moy SIER e T, Lz
SErVEr name: srvlic2dsy
Server id: DUM-51E8172219B4E606

@ Change computer name:
() Update computer id
(") Replace computer with:

() Repair computer

[ OK ][ Cancel ]

For more information about modifying your cluster, refer to Maintaining Continuous Failover Cluster
Operation.

9. Click the OK button.

The License Administration Tool now contains the following:

Status Computer name Computer id
riffdsy JFN-0370E018200EEADL
x aldo3dsy EHT-0370E01334BDDED1
anas2dsy SAF-3213100083928E71

The cluster is represented as a single connection comprising three machines. The first machine (in bold) is
connected, the others (not in bold) are not connected.

10. Enroll the license for the cluster.
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Pointing to the " icon now displays the following message:
No license enrolled

For the moment, the failover cluster has been created and configured but not activated. You cannot use the
failover cluster until it has been activated. To activate it, you must enroll your product license. LI CZ file
which contains the Activation license.

57 Note: Notethat thisisaspecial failover cluster license. When ordering the failover cluster license, you
must provide the computer id of each of the three machines.

a. SeecttheLi cense - Enrol | command or click the ,@ icon.
The Open dialog box is displayed.
b. Select the appropriate. L1 CZ file containing your licenses, then click the Open button.

License keys and their activation key are provided in the form of archive files named something like this
(withthe . LI CZ suffix):

DLD- 430814856494DBA7_7KLXM UVSBG- 8VFDL- GPMGS- VIED3_0001_1. LI CZ

The License Enrollment dialog box opens, confirming that the server has been activated and cluster
licenses have been enrolled on your server.

c. Click the OK button.

The green background confirms that your failover cluster has been activated and is now up and running:

Status Computer name Computer id

_[gl_\ riffdsy JIFN-0370E018200EEADL
I aldodsy EHT-0370E01334BDDE0 L

= anasdsy SAF-3218100083925E71

If you point to the green background, a message like thiswill be displayed:
cluster isup
confirming that your failover cluster is up and running.

57 Note: Once you have configured and activated your cluster, you can no longer change your mind

and try to configure one of the three machines as a standal one server. Thisiswhy the corresponding
options are grayed out when you display the cluster properties:

Server log directory @ fvar/DassaultSystemes)...

Failover port : 4086

Enrolling the licenses on one cluster member also enrolls them automatically on the other cluster members.
11. Consult the Status column to evaluate cluster status.

Thefirst server nameisin bold because you connected to it when building the failover cluster. The other
server names are not in bold: they are members of the cluster but you have not connected to them.
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Note that the presence of aserver in acluster does not stop you from being able to connect to it to benefit
from the other services provided by the License Administration Tool not directly involved in cluster license
management, for example logging and monitoring.

A symbol like this:

riffdsy
[] aldo3dsy
anas2dsy

displayed in certain tabs indicates that a cluster is present. Servers to which you are connected are in bold.
Check the option button to use the relevant function with the cluster.

Furthermore, in certain tabs, the servers can be chosen from a pull-down list. The list contains servers to

which you are connected.

The meaning of colors and symbols is described in the following table:

Symbol

2

Lo

i

Meaning

The cluster member is connected to the License Administration Tool.

The cluster member is connected to the License Administration Tool in read-only mode.

The cluster member is NOT connected to the License Administration Tool.

A communications link has been established between two members of the cluster.

No information is available about the communication status between both members. Connect to at
least one of both members to determine the status of this particular link.

A green background indicates that the cluster is up and running. At least two links exist.

A yellow background indicates that the cluster is up and running, but indicate that thereis a problem:
only onelink exists. For example, one of the three servers may be unreachablefor avariety of reasons,
but the cluster remains up and running as long as at | east two servers can exchange information
between them.

Red iconsindicate IN ALL CASES that the cluster is down. No links exist.

The following tableillustrates some typical examples of cluster status symbolsthat may be displayed during

cluster operation:
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This symbol... means that...

You have not connected to a cluster member: cluster status is undetermined.

The cluster is up and running. One of the serversis connected to the other two, but we don't know if these
E\ two servers are inter-connected or not. Not enough information exists about the link between the
IS non-connected servers.
The cluster is till up and running but one of the serversis not linked to any other (maybe it was shut
E‘_\ down or is unreachable over the network for some reason or other). Even though two up and running
= servers are enough to keep the cluster up, if another server goes down, the cluster will go down also.

The cluster is down: no links exist.

In case onefailover member goes down and can no longer start, it is possibleto get failover data (configuration

and

1
2.
3.

Maintain

license keys) from one of the remaining working members of the cluster:

Ensure that remote administration is enabled on working members
Ensure that no password is set on working members.
Run the following command on the member which refusesto start:

DSLi cSrv -initServer -adnm nPort Adm nPort Nunmber -fronHost
Wor ki ngMenber Nane -force

where Admi nPor t Nunber isthe administration listening port number and Wor ki ngMenber Nane
is the name of one of the remaining working cluster members from which you retrieve the failover data.

Start the license server on this computer.

ing Continuous Failover Cluster Operation

This section describes the different operations you can perform following failure of one of the membersof aDS
License Server cluster, without having to stop the cluster.

Inthe event of ahardware failureinvolving amember of aDS License Server failover cluster, the cluster remains

active,

and it is not necessary to stop the cluster in order to replace the failed member by a new one.

Remember that, if one of the three members of afailover cluster goes down, the failover itself remains active
and can continueto servelicensing clientswithout interruption. The status of thefailover isyellow inthe License
Administration Tool.

Even if the replacement can be planned, the fact that the failover cluster is down even only for afew minutes

canim

pact operations. You can perform the following actions for the failed member, in order to restore the

failover status to green, without stopping the failover cluster:

* replace afailover member

» change the hostname of afailover member

» replace the network card hosting the computer| D of afailover member
e repair acorrupted license server database of afailover member.

N

ote: Once acomputer has been excluded from afailover cluster, it has to be re-initialized in order to be

re-used as a standalone server or as amember of afailover (even if it isthe same as before).
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Replace a Failover Member

Before you begin: In the following scenario, let's assume you have a failover cluster with the following three
cluster members, M1, M2 and M 3:

M1:iclinlplp
M2:i cai x1pl p
M3:iclin3plp

Let's assume member M1 is broken and must be replaced with member M4.

62

1
2
3.
4. Inthe Server Configuration dialog box for your cluster, click the ... button after member M 1:

. Install aDS License Server from scratch on member M4.
. Obtain replacement failover license keys for the computer IDs M2, M3 and M4.

From failover member M2, start the License Administration Tool.

Server names:
iclinlplp
icaixlplp

iclinzplp

oK

Server ids:

ZJH-5191101E4F42AD2F

WWP-B000169294C00001] ...

DHV-51BA1625643B9852 ... |

|| Cancel

The Modify Cluster Member dialog box appears.

Check the option Replace computer with and enter the name of M4, for example nug32pl p, which will
replace computer i ¢l i nlpl p, asillustrated below:

1 Modify Cluster Member E]

Server name:

Server id:

) Change computer name:

) Update computer id

(@) Replace computer with: nug32plp

) Repair computer

icinlplp
ZJH-5191101E4F42AD2F

. OK

Cancel

Then, click the OK button.

The following warning is displayed:

Warning: Enrolled licenses will be invalidated within 24 hours. You should be ready after this operation to
enroll afull set of licenses. Do you want to proceed?

Click the Yes button.

Your modified cluster now contains the following members:
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6.

« M4:nuqg32pl p
e M2icaixlplp
e M3iclin3plp

Enroll new licenses generated for the cluster nuq32pl p-i cai x1pl p-i cl i n3pl p.

New cluster licenses are needed because one of the three computerl Ds in the failover cluster has changed.
For practical reasons, we strongly recommend that you obtain the new licenses BEFORE changing the
computerl D of acluster member.

57 Note: Keepin mind that as long as two members are active, the failover cluster remains operational.
As soon as one computerl D of the failover is changed, the cluster remains up but the old licenses are
considered still valid for a maximum duration of 24 hours only. The new licenses containing the
replacement computerl D must be enrolled during this 24-hour period. Obtaining the new licenses before
iscritical.

After enrolling the new licenses, your new cluster licensesare Act i ve but the previous licenses remain and
arel nval i d (because generated for M1, M2 and M3) and highlighted in red:

nuq3zZplp
icaixlplp

iclin3plp

Save all licenses. .. E Select columns. ..
Skakus Sarar Madal Feature Quantity | EndDate MaxR... .. Licensald

Ackive icin3plp  MamedUser LI 5 2012-04-07... 12 ... STAIM-AWDNW-C2BBE-FOTNS-0021UIN
Ackive icin3plp  MamedUser LIV-MDEVPM S 2012-04-07... 12 ... STAIM-AWIXW-CZEBE-FOTNS-002UN
Ackive iclin3plp  MamedUser CPF S 2012-04-07... 12 ... STAIM-AWDW-C2BBE-FOTNS-0021UN
Ackive icin3plp  ConcurrentUser TOL S 2012-04-07... 12 ... STAIM-AWDOW -C2BBE -FOTNS-002UIN
Ackive icin3plp  MNamedlser ALE S5 2012-04-07... 9 STAIM-AWIW-CZEBE-FOTNS-002ZUN
Trevalid icindplp  NamedUser LIV 5 2012-04-08. .. 12 F271A-OLNUL-GIT7O
Trvvalid icindplp  Me = LIV-MDEVPM
Irvalid iclinaplp M CPF
Trvvalid icindplp  ConcurrentUser TOL
Irvvalid icin3plp  NamedUser ALK

Right-click the old licenses and select Delete to delete them.

At any time during these steps, licensing clients were able to receive licenses.

Rename a Member

Before you begin: In the following scenario, let's assume you have afailover cluster with the following three
cluster members, M1, M2 and M 3:

e Mliicweclplp
e M2:icaixlplp
e M3:icwBs4plp

Let's assume you need to rename M1 fromi cwclpl ptoi cw7clpl p.

g krwbdhpe

Stop failover cluster member M1i cwclpl p.

Rename M1 and restart the computer.

Install aDS License Server from scratch on member M 1.

From failover member M2, start the License Administration Tool.

In the Server Configuration dialog box for your cluster, click the ... button after member M 1.
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icwwC 1plp.ds

icaixlplp

icwBs4plp.ds

NNL-41AE1090373433 7B

WWP-8000169294C00001]... |

BKV-421F101A6456EESE |.. |

OK

Cancel

Apply

The Modify Cluster Member dialog box appears.

6. Check theoption Change computer name and enter the name of computer i cw7c1pl p asillustrated below:

1 Modify Cluster Member E]

Server name:

Server id:

iowvclplp.ds

MML-41AE10903734337E

® Change computer name:|

icw7c 3.DID||

[} Repair computer

) Update computer id

() Replace computer with:

0K

Cancel

Then, click the OK button.

Your modified cluster now contains the following members:

e Mliicwrclplp
e M2icaixlplp
e M3:icwBs4dplp

5" Note: This scenario can also be useful if you want to change hardware but keep the network card on

the replaced computer.

5 Note: You do not need new license keys because the three computer IDs remain the same.

Replace the Network Card of a Failover Member

Before you begin: In the following scenario, let's assume you have a failover cluster with the following three
cluster members, M1, M2 and M 3:

e Mliicweclplp
e M2icaixlplp
e M3:icwBs4dplp

1. Stop failover member M1 and replace the network card of M1 with a new network card.
2. Install aDS License Server from scratch on member M1.

64
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3. Obtain replacement failover license keys for the computer IDsM1, M2 and M3.
4. From failover member M2, start the License Administration Tool.
5. Inthe Server Configuration dialog box for your cluster, click the ... button after member M1:

Server names:

icwwC1plp. ds

icaixlplp

icwEsdplp.ds

Server ids:

OTR-421410145E64F246

WWP-8000169294C00001 . |

BKV-42 1F101A6456EESS ||

oK

|| Cancel

The Modify Cluster Member dialog box appears.

6. Check the option Update computer id asillustrated below:

Y Modify Cluster Member E]

Server name:

Server id:

_ Change computer name:

) Update computer id

' Replace computer with:

' Repair computer

|

icwwvclplp.ds

OTR-421410145E64F346

Cancel

Then, click the OK button.

The following warning is displayed:

Warning: Enrolled licenses will be invalidated within 24 hours. You should be ready after this operation to
enroll afull set of licenses. Do you want to proceed?

Click the Yes button.

Your cluster will be updated with a new computer id for member M1.

7. Enroll new licenses generated for the cluster.

New cluster licenses are needed because one of the three computerIDsin the failover cluster has changed.
For practical reasons, we strongly recommend that you obtain the new licenses BEFORE changing the
computerl D of acluster member.

5" Note: Keepinmind that aslong as two members are active, the failover cluster remains operational.
As soon as one computerl D of the failover is changed, the cluster remains up but the old licenses are
considered still valid for amaximum duration of 24 hours only. The new licenses containing the
replacement computer! D must be enrolled during this 24-hour period. Obtaining the new licenses before

iscritical.
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After enrolling the new licenses, your new cluster licensesare Act i ve but the previous licenses remain and
arel nval i d and highlighted in red:

nuq32plp
icaix1plp

iclin3plp

ot e
Statis Servar Model Feature Quantity  EndDate MaxR... .. Licenseld

Ackive icin3plp  MNamedlser LIV S 2012-04-07... 12 ... STAIM-AWXW-C2BBE-FOTNS-002UN
Ackive iclin3plp MamedUser LIV-MDEWPRM S5 2012-04-07.... 12 ... STAIM-AWW-CZEBE -FOTNS-002LIN
Ackive icin3plp  MNamedUser CPF S 2012-04-07... 12 ... STAIM-AWW-CZEBE-FOTNS-002UIN
Ackive icin3plp  ConcurrentlUser TOL S 2012-04-07... 12 ... STAIM-AWIW-C2BBE-FOTNS-002UN
Ackive iclin3plp MamedUser aLx S 2012-04-07... ATM-AW RO -C2EBE -FOTNS-002UN
Invalid ichin3plp Ma ser LIV S 201z 8 Z Q-FZ7IA-OLNUL-QIITO
Irvvalid ichin3plp LIV-MDEYPM 520 TA-OLNUILI-C
Irvvalid iclin3plp - CPF TA-OLMULY o
Irvvalid iclin3plp srrentliser TOL 2012 TA-OLNUL-GIIFD
Trvalid iclinplp AL 5 2012-0 2FIA-OLNUL-GIT7C

Right-click the old licenses and select Delete to delete them.

At any time during these steps, licensing clients were able to receive licenses.

Repair Corrupted Data of a Member

Before you begin: In the following scenario, let's assume you have afailover cluster with the following three
cluster members, M1, M2 and M 3:

e M1 nug32pl p
e M2icaixlplp
e M3iclin3plp

Let's also assume that license data on cluster member M2 is corrupted.

Stop failover cluster member M2.

Install aDS License Server from scratch on member M2.

From failover member M1, start the License Administration Tool.

In the Server Configuration dialog box for your cluster, click the ... button after member M2:

AwbdpE

Server names: Server ids;

nug3zplp ARC-4187102219120590 [... ]

icaix1plp wwp-000169294c00001].. |

iclinaplp DHY-51BA162564369652 ... ]
[ [al'd ] [ Cancel ]

The Modify Cluster Member dialog box appears.
5. Check the option Repair computer asillustrated below:
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Modify Cluster Member @

SErver Name: icaic1plp
Server id: WWP-8000169294C00001
() Change computer name:
() Update computer id
() Replace computer with:
Lok [ concel |

Click the OK button to repair the corrupted data.

" Note: You do not need new license keys because the three computer IDs remain the same.

Starting and Stopping the DS License Server

Tools are provided to start and stop the DS License Server.

1. Thefirst and simplest way isto use the standard Windows Services management tool and stop theDSLicense

Server Windows service.

When you installed the DS License Server, aWindows service named DS License Server was created and
configured automatically to start the license server. The service guarantees that the DS License Server is
always started automatically when you log on:

o Services (Local)
DS License Server

Stop the service
Restart the service

Description:
This service manages the DS License
Server

-

Mame Description Status Startup Type
% Cryptographic Services Provides fo...  Started Automatic
55 DCOM Server Process Launcher The DCOM...  Started Automatic
5 Desktop Window Manager Session Man...  Provides De...  Started Automatic
55 DHCP Client Registers an... Started Automatic
% Diagnostic Policy Service The Diagno...  Started Automatic
% Diagnostic Service Host The Diagno...  Started Manual
% Diagnostic System Host The Diagno... Manual

. Disk Defragmenter Provides Dis... Manual
% Distributed Link Tracking Client Maintains li...  Started Automatic
% Distributed Transaction Coordinator Coordinates... Manual

55 DS Client The DNS Cli...  Started Automatic
5 Encrypting File System (EF5) Provides th... Manual

5 Extensible Authentication Protocol The Extensi..,  Started Manual

G Fax Enables you.. Manual

Since the DS License Server complies with Windows Service standards, you can also start and stop the DS
License Server service using the following commands in an elevated command prompt:

net start

"DS Li cense Server"

net stop "DS License Server"
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Information and errors related to the DS License Server service are logged in the Windows event log and

can be viewed using the Event Viewer, under License Server in the Source columnin the Application section,
asillustrated below:

E_‘__ Server Manager

File Action View Help

5| z2m

[ Server Manager (LT ST ) Application Number of events: 1,250 (1) New events available
= j_ Roles
@ (i Features | Level Date and Time Sourca + Event ID | Task Category | 4|
5 Jm Diagnostics (i) Information 4/4/2012 10:33:17 AM License Server 1001 None =
= £d_| Event Viewer i Information 4, & AM Lice TVEr 1000 None =
@ [ Custom Views
= [ Windows Logs Event 1000, License Server x
=] Application
{&] security General | Details |
;_—| Setup
is] System The service was started.
) | Forwarded Events
= ) Applications and Servic
4 Subscriptions L
& (W) Performance Log Name: Application
. =% Device Manager Source: License Server Logged: 4/4/201210:33:46 AM
& :P‘lxﬁgurmn Event ID: 1000 Task Category: None
™ & age . .
= Level: Information Keywords: Classic
User: N/A Computer: Ly i
OpCode:
More Information:  Even nline Hel
< |
| ——

2. Additionally, particularly when you are administering aremote license server, to stop the license server, you
canasoselectStart - Al Prograns - DS License Server - License Server
Adni ni strati on tolaunch the License Administration Tool if it is not already launched:

m License Administration Toaol

-:-Ehg

Servers License View Help
¥ %A

Server DEﬁniﬁ°n5|License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Status Computer name Computer id

Version Build Date Operating system

‘= IlwSsesdsy HRE-425210DEF17803

3. Connect tothelicense server by pointingtothe _ icon, right-clicking and selecting the Connect command:
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p
% License Administration Tool

[E=NEEE)

Servers License View Help

ko d

Server Definitions | License Administration | License Usage | License Recydling I Authorizations | Statistics I Server Logs I Manitoring I Geolocation

Status Computer Name

B twSsesdsy

Computer ID Version Build Date Operating System

HRE-425A100EF1780%05 6.216.0 Oct 23, 2013 6:30:38 Windows 7

4. SelecttheServers - St op command and select the server name.

e
:5‘- License Administration Tool

= | B [ |

Servers| License View Help

New ...

Connect

3

dministration | License Usage | License Recyding I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Connect restricted

Disconnect
Connect all

Disconnect all

Properties L4
Stop L4
Exit

Computer ID
HRE-425A10DEF1780305 6.216.0

whsesdsy

Version Build Date Operating System

Oct 23, 2013 6:30:38 Windows 7

s

A diaog box appears prompting you to confirm that you want to stop the server:
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I. Confirm License Server Stop

@ Do you really want to stop licensing server on host lwSsesdsy 7

0K || Cancel

5. Click OK.

You are immediately disconnected from the server:

Servers License View Help

¥ RoA

Server Definitions | License Administration | License Usage I License Recyding I Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Status  Computer name Computer id Version Build Date Operating system

= lwSsesdsy HRE-425210DEF17803

If you try to connect to the server, the following dialog box appears:

Connection Failed

@ Cannot connect to server lwSsesdsy

& Verify host name and port number
& Verify that license server is running

prompting you to check the server hosthame and port number, and to check if the server is running, which
isnot the case, becauseit hasjust been stopped. Click OK to accessthelicense server configuration parameters
enabling you to check the server hostname and port number. Click Cancel to exit.

If you access the Windows services and refresh the list, you will notice that the DS License Server service
has been stopped.
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27 Note: TheLicense Administration Tool remains active because you can use it to connect to aremote
server even if your local license server has been stopped.

6. To start the license server again, restart the DS License Server using the Windows Services GUI tool.

57 Note: On UNIX, start the license server by running the following command, for example on AIX:

/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ ai x_a64/ code/ bi n/ DSLi cSrv
-start Server

and stop the license server using the command:
/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ ai x_a64/ code/ bi n/ DSLi ¢Sr v
- st opSer ver

ortheServers - Stop command using the License Administration Tool.

Configuring Clients

Onceyour license server isup and running, and your licenses have been enrolled, you must configure the license
clients.

1. On Windows, on each client computer, create the following directory:
C:\ Progr anDat a\ Dassaul t Syst enes\ Li censes
On UNIX, create the following directory:
/var/ Dassaul t Syst enes/ Li censes
2. Gotothedirectory and create an ANSI file (multi-bytes such as UNICODE are not supported) named:
DSLi cSrv. t xt

3. Edit thefile to declare the license server to which the client can connect.
The syntax of the declaration is as follows:
server nane: por t nunber

The server name can be declared as:

» asimple hostname, for example: | wosesdsy: 4085

» afull qualified domain name, for example: | wosesdsy. dsy. com 4085
* anl|PV4 address, for example: 10. 232. 70. 1: 4085

e anIPV6 address, for example: [ 2a00: 4b00: 220: 172: : 103] : 4085

The port number is the license server listening port, not the administration port.

Notethat if thelicense server ison the same computer asthe client computer, you can use the special keyword
localhost instead of the computer name, for example:

| ocal host : 4085

27 Note: The syntax for failover serversis different. The three failover servers must all be referenced on
the same line asfollows:

server 1l: 4085, server 2: 4085, ser ver 3: 4085
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4.

By default, load balancing of the three failover membersis performed automatically by the licensing
client code. At startup, thelicensing client process sel ects randomly the failover member to contact from
the three members declared. If the first selected member is down, the second member is randomly
selected, and so forth. Thisensuresthat the three members are statistically contacted by the same number
of clients and results in automatic load balancing on the three members.

However, it is also possible to specify the order of priority in which failover members are contacted by
the licensing client, replacing randomization by an explicit order defined by the administrator. This can
be useful in the following cases, for example:

* one member ismore (or less) powerful than the others

» one member islocated much closer to (or further from) the licensing clients than the others
» one member cannot be reached due to proxy constraints

* one member istemporarily down.

Note that you cannot mix both automatic and manual configurations: in other words, the three failover
members are either randomly accessed or are accessed through the specified order. So you cannot, for
example, declare the first member then set random access to the remaining two members.

To explicitly specify an order of priority order between the failover members, use thefollowing separator:

>

instead of:

which is reserved for automatic load balancing.
The following declaration is valid, for example:
i cnbr1: 4085>1i cnbr2: 4085>1 i cnbr 3: 4085

If several logical (i.e. standalone or failover) license servers need to be accessed, add a new line for each
logical license server.

In this context, when a client requests alicense and this license is not already granted by one of the declared
logical servers, then the order in which the logical license serversis declared is observed: if alicenseis
available on thefirst declared logical server, thisoneistaken; if not, if alicense is available on the second
declared logical server, then this one istaken, and so forth.

Optionally, check that the file is correctly configured.

Thelicense client-side DSCheck LS command parsesthe DSLi cSr v. t xt fileto check license server
availability, and reports errorsif, for example, the file isincorrectly configured. For more information, refer
to the documentation of your license client product.

Communicating through Forward and Reverse Proxies

The machine hosting the License Administration Tool can communicate with alicense server located behind
aforward proxy, and the license client and the License Administration Tool can communicate with alicense
server |ocated behind areverse proxy, as explained in the following sections.

Implement a Forward Proxy for the License Administration Tool

The machine hosting the License Administration Tool can communicate with alicense server located behind
aforward proxy.

72

DS License Server 3DEXPERIENCE R2014x Installation and Configuration Guide



Configuring the DS License Server and Clients

1. Configure the forward proxy in HTTPS mode.

57 Note: All of the following configuration examples reflect the configuration of an Apache 2.2 forward
proxy, purely for illustration purposes, and arein no way intended to reflect other proxy configurations.

Add thefollowing linesto the ht t pd. conf file:

Pr oxyRequests On
ProxyVia On

<Proxy *>

O der deny, al | ow
Allow from all

</ Pr oxy>

Al | owCONNECT 4084 4085

where the Al | owCONNECT command references the licensing and administration tool ports.

2. Start the License Administration Tool.
3. SelecttheServers - Newcommand.

The License Server Connection Parameters dialog box appears:

-

.
Licenze Server Connection Parameters I&

License server name: |

Administration part: 4084

[] Use a proxy server
Proxy name:

Proxy port:

oK H Cancel H Connect I

4. Enter the name of the license server (the name of the machine hosting the server, typically), set the listening
port number (default is4084), then check the option Usea proxy server and enter the proxy name and proxy
port number, then click OK.
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-

.
License Server Connection Parameters I,-Eh,l

License server name: lwSsesdsy|

Administration port: 4084

+ | Use a proxy server

Proxy name:
Proxy port:

Ok ]| Cancel || Connect |

The License Administration Tool can now communicate with alicense server located behind aforward proxy.

Implement a Reverse Proxy for the DS License Server
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The license client and the License Administration Tool can also communicate with alicense server located
behind a reverse proxy.

1. Configure the reverse proxy in HTTPS mode and map the communications between the reverse proxy and

the license server.

The maps are:
https://myreverseproxyname:443/DSL S/client https://mylicenseserver:4085/DSL S/client
https://myreverseproxyname:443/DSL S/admin https://mylicenseserver:4084/DSL S/admin

wherenyr ever sepr oxynane isthereverse proxy hostname and nyl i censeser ver isthelicense
server hostname.

57 Note: All of the following configuration examples reflect the configuration of an Apache 2.2 reverse
proxy, purely for illustration purposes, and are in no way intended to reflect other reverse proxy
configurations.

Uncomment the following linesin the reverse proxy configuration file (ht t pd. conf ):

#LoadMbdul e proxy_nodul e nodul es/ mod_pr oxy. so

#LoadMbdul e proxy_http _nodul e nodul es/ nod_proxy_http. so

#LoadMbdul e ssl _nodul e nodul es/ nod_ssl . so

#l ncl ude conf/extral httpd-ssl. conf

#1 ncl ude conf/extral/httpd-default.conf

then edit the ht t pd- def aul t. conf fileand reset the value of the KeepAl i veTi neout parameter:

KeepAl i veTi meout 5

to amore appropriate value, for example:
KeepAl i veTi meout 60
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Add the following linesin the SSL configuration file for the reverse proxy (ht t pd- ssl . conf ), before
the</ Vi r t ual Host > tag:

SSLPr oxyEngi ne on
ProxyPass /DSLS/ cli ent https://mylicenseserver: 4085/ DSLS/ cli ent
ProxyPassReverse /DSLS/ client https://mnmylicenseserver: 4085/ DSLS/ cli ent

Pr oxyPass /DSLS/ admi n https://nmylicenseserver: 4084/ DSLS/ adni n
ProxyPassReverse /DSLS/ adnmin https://nylicenseserver: 4084/ DSLS/ adni n
wherenyl i censeser ver isthe name of your license server.

Install your own certificate or a self-signed certificate you can generate by following the instructions on this
site:

http://httpd. apache. org/ docs/ 2. 0/ssl/ssl_faq. htm #sel fcert

This certificate will be presented by the reverse proxy to the license client and the License Administration
Tool.

2. Configure al licensing client computers to point to the reverse proxy.
To do so, add the following declaration to the DSLi cSr v. t xt file on each licensing client:
myr ever sepr oxyname: 443
where myr ever sepr oxynane isthe reverse proxy name and 443 is the proxy port number (443 by
default).

3. If youasowanttheLicenseAdministration Tool to beableto crossthereverse proxy, configurethe License
Administration Tool to point to the reverse proxy.

To do so, start the License Administration Tool, and select the Ser ver s - Newcommand. When the
License Server Connection Parameter s dialog box appears:

-

.
License Server Connection Parameters I,i:h,l

License server name: |

Administration port: 4084

Use a proxy server
Proxy name:

Proxy port:

Ok || Cancel || Connect |

specify the reverse proxy hostname (r ever 1dsy in our example) inthe License server namefield (instead
of the license server name), and set the SSL port number (443 by default) in the Administration port field,
for example like this:
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-

.
License Server Connection Parameters I&

License server name: rever 1dsy

Admiristration port:

Use a proxy server
Proxy name:

Proxy port:

Ok ]| Cancel || Connect

Only check theUse a proxy server optionif you are also using aforward proxy.
57 Note: If you are using afailover cluster, you need to set up three ports on the reverse proxy,
corresponding to the three license servers. For example, the DSLi ¢Srv. t xt file on each licensing
client may contain in this case:

nyrever seproxy: 443, nyreverseproxy: 444, nmnyreverseproxy: 445

Once the reverse proxy has been implemented, there are two different names for the servers displayed in the
License Administration and License Recycle tabs and in the detailed view in the License Usage tab. The
name of the reverse proxy is displayed at the top, and the real license server name is displayed below, for
example:

Server Definitions | License Administration | License Usage | License

3dviaplp
Save all licenses, .. Selecl

Skatus Server Model Feature
Active icw3saplp MNamedUser CFF
Active iow3seplp MamedUser CFF
Active icw3saplp MNamedUser EMNG
Active iow3seplp MamedUser EMNG

Thelicensing clients and the License Administration Tool can now communicate with alicense server |ocated
behind a reverse proxy.
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Managing Licenses

This section explains how to manage licenses.

Enrolling Licenses

Once your license server has been configured and activated, you can enroll your licenses.

1. SelectStart - Al Prograns - DS License Server - License Server
Admi ni strati on tolaunchthe License Administration Tool if it isnot already launched:

"
m License Administration Toaol E‘Eﬂ

Servers License View Help

¥R

Server Definitions | License Administration | License Usage | License Recyding | Authorizations I Statistics I Server Logs | Monitoring | Geolocation

Status  Computer name Computer id Version Build Date Operating system

= Iw5sesdsy HRE-4Z5R10DEF17305

2. Connect to the server.
To connect to the server:
 SeecttheServers - Connect command and select the server name from thelist.

e Or, pointtothe _ icon, right click and select the Connect command.

» Or, you can also click the a icon to connect all servers at the same time.

The ] icon confirms that your server is operational:

DS License Server 3DEXPERIENCE R2014x 77
Installation and Configuration Guide



Managing Licenses

78

-

E’# License Administration Tool o[ o[ | |

Servers License View Help

AE

Server Definitions | License Administration | License Usage | License Recydling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Wersion Build Date Operating System
B twSsesdsy HRE-425A10DEF1780305 6.216.0 Oct 23, 2013 6:30:38  Windows 7

3. Enroll your licenses as follows:

a. SelecttheLi cense - Enrol | command or cIickthe,@ icon.
The Open dialog box is displayed.

b. Go to the directory containing your licenses and select the appropriate licenses, then click the Open
button.

Notethat you may receive either individual license keys (which areinfileswith the obsolete. LI Cextension),
or license keys grouped in asinglefile (which hasthe. LI CZ extension). Witha. L1 CZ group of license
keys, you enroll al the licenses at the same time.

A . LI CZfilewill be named something like this (with the. L1 CZ suffix):
DLD- 430814856494DBA7_7KLXM WSBG 8VFDL- GPMGS- VIED3_0001_1. LI CZ

The License Enrollment dialog box opens, informing you that license enrollment has been started, followed
by confirmation that your licenses have been successfully enrolled on your server:

Li cense enroll starting

| wbsesdsy: License enroll starting

Sending files to server |wbsesdsy

E \ Li censes\ CLD 4308148564940BA7_7KLXAM WSBG 8VHDL- GPMES- VIEDB 0001 1. LI &Z FEAT-1-0f - 9. LI C
E \ Li censes\ DLD 4308148564940RA7_7KLXAM WSBG 8VHLL- GPMGS VIEDB 0001 1. LI CZ/ FEAT- 2-of -9. LI C
E \ Li censes\ CLD 4308148564940BA7_7KIXAM WSBG 8VHDL- GPMES- VIEDB 0001 1. LI &Z FEAT-3-0of - 9. LI C

E \ Li censes\ CLD 430814856494CBA7_7KIXAM WSBG 8VHIL- GPMES- VIEDB_0001 1. LI &Z FEAT-4-0of -9. LI C

E \ Li censes\ OLD 430814856494CRA7_7KLXM WSBG 8VHLL- GPMES VIEDB 0001 1. LI &Z/ FEAT-5-0f -9. LI C
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E \ Li censes\ CLD 4308148564940BA7 7KL XM U/SBG 8VATL- GPMVGS VLD 0001, 1. LI CZ/ FEAT-6-0f - 9. LI C
E \ Li censes\ [LD 4308148564947 7KLXM UVSBG 8VALL- GAMGS- VIEDB 0001 1. LI CZ FEAT-7-0f -9. LI C
E \ Li censes\ LD 4308148564940BA7 7KL XM U/SBG 8VALL- GPMVGS VDB 0001, 1. LI CZ/ FEAT-8-of - 9. LI C
E \ Li censes\ [LD 4308148564947 7KLXM UVSBG 8VALL- GAMGS- VIEDB 0001 1. LI CZ FEAT-9-of -9. LI C

| wosesdsy : 9 licenses received

4. Click OK to returnto the License Administration Tool.

The ® icon confirms that your server has been activated:

E’# License Administration Tool = B ||

Servers License View Help

AL

Server Definitions | License Administration | License Usage | License Recycling I Authorizations | Statistics I Server Logs I Monitoring I Geolocation

Status Computer Name Computer ID Version Build Date Operating System
B jwssesdsy HRE-425A100EF1780905 6.216.0 Oct 23, 2013 6:30:38  Windows 7

If you point to the @ icon, atooltip like thiswill be displayed:
server lwbsesdsy (10.232.69.69) connected
confirming that your license server is up and running.

57 Note: Once you have configured and activated your server as a standal one server, you can no longer
change your mind and configure it as part of afailover cluster. Thisiswhy the corresponding options
are grayed out.

Administering Licenses

You can perform simple license administration tasks on licenses after enrolling them.

DS License Server 3DEXPERIENCE R2014x 79
Installation and Configuration Guide



Managing Licenses

1. Click the License Administration tab:

License Administration Tool _ Mﬂu

Servers License View Help

Server Definitions | License Administration | License Usage | License Recydiing | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Display superseded licenses Save all licenses. .. Display expired licenses Select columns...

Status Server Editor Model Feature Quantity  EndDate [ MaxR.eleaseNumber

2. Check the check box next to the desired server name (there may be several server names) to view the licenses
enrolled on that server.

Thelicenses you enrolled are listed:

(7, License Administra [ )

Servers License View Help

Server Definitions | License Administration | License Usage | License Recycing | Authorizations | Statistics | Server Logs | Monitoring | Geslocation

Display superseded licenses Save all licenses... Display expired licenses

Status Server Editor Mode! Feature Quantity  EndDate MaxR.eleaseMumber

Active IwSsesdsy  Dassault Systemes MamedUser ALY, 11 2013-08-13.23:59.UTC
Active IwEsesdsy  Dassault Systemes MamedUser CAL 9 2013-07-13.23:59.UTC
Active IwSsesdsy  Dassault Systemes MamedUser 11 2013-09-13.23:59.UTC
Active IwEsesdsy  Dassault Systemes MamedUser ENG 11 2013-10-13.23:59.UTC
Active Iw5sesdsy Dassault Systemes  MamedUser LIV 11 2013407-13.23:59.UTC
Active Iw5sesdsy Dassault Systemes  MamedUser LIV-MDEYPM 11 2013-407-13.23:59.UTC

Iw5sesdsy Dassault Systemes  MamedUser LIV-MDEVPM 1 2013-07-13.23:59.UTC

Iw5sesdsy Dassault Systemes  Concurrent...  TOL 2013-11-13,23:59.UTC

I

A tool tip is displayed on the vertical scrollbar to display the total number of lines and the range of lines
displayed.
Time values displayed in UTC.
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3. Right-click alicense and select the Save command to save asingle license. If the license belongsto a
replacement group, al lines corresponding to this group are automatically selected, and all lines selected will
be saved asawhole.

27 Note: Notethat in the vast majority of cases, your licenses will be shipped as license groups.

4. Right-click alicense and select the Delete command to delete the license. If the license belongsto a
replacement group, al lines corresponding to thisgroup are automatically selected, and al lines selected will
be deleted as awhole.

5. Click the Display superseded licenses button if you wish to list licenses belonging to a replacement group
which is not the highest. Click again to revert back to the default (Hide super seded licenses).

This button is grayed out if no superseded licenses exist.

6. Click the Save all licenses... button to save all licenses to a separate directory of your choice.
7. The next button to the right displays one of three choices, depending on the context:

« if any licenses have expired, and can be removed, the Remove expired licenses button will be displayed.
Click this button to remove any licenses from the list which have expired. This option is grayed out in
read-only mode (when another License Administration Tool is connected).

» clicktheHideexpired licenses button to hide from the GUI the expired licenses belonging to areplacement
group containing non-expired licenses and which cannot be removed. Expired licenses belonging to a
replacement group can be removed only if all licenses in this group have expired, since a replacement
group can only be removed as awhole.

» click the Display expired licenses button to display the expired licenses bel onging to replacement groups
also containing non-expired licenses.

When the button remains grayed out, no licenses have expired.

8. Click the Select columns... button to choose which columns to display in the tab.
The Select Columns dialog box is displayed:
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[ Select Columns ‘ ﬁw
Select the columns to be displayed.
Status [ CommercialType
Server Licenseld
Editor RepGroupIndex
Model [] RepFileIndex
Feature [] RepFileQuantity
Quantity [] Computerld
[7] StartDate [7] Computeriame
EndDate CustomerSite
[] Duration CustomerCountry
MaxReleaselumber [ | Customerld
[ MaxReleaseDate [] GenerationDate
MaxUsageDuration [ | GenCompany
[] MaxUsagePeriod [] Generatorld |
LicenseType [ Editorld
[ AdditionalInfa
[ (n]4 ] [ Cancel ] [ Apply ]

The columns you can display are:

Status The license status can be;

Act i ve: thelicense has been enrolled and is valid

Expi r ed: thelicense validity date has expired. The line appears in red.

Not yet avail abl e: thelicense has been enrolled, but its validity date has not
yet been reached. The line appearsin blue.

I nval i d: replacement group has been partially enrolled. You have to removeit and
re-enroll it properly. The line appearsin red.

Super seded: the licenseis no longer available, because a replacement group with
thesamelLi censel d and ahigher RegG- oupl ndex hasbeen enrolled. Expi r ed
andNot yet avai |l abl e statusarenot valued for Superseded licenses. If desired,
superseded licenses can be safely deleted by right-clicking on them. By default, line
is not displayed.

Server Name of the license server.

Editor The editor can be, for example:

Dassault Systemes
Dassault SystemesV5
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» Dassault SystemesV4.

Model Licensing model with which the license complies:
*  NamedUser
» ConcurrentUser
o Token.
Feature Feature name, such as product trigram or custom configuration.
Quantity Number of licenses enrolled.
StartDate Date from which the license is valid.
EndDate Date after which the license is no longer valid.
Duration License validity duration (in hours).

MaxRdeassNumber Feature release level authorized by the license. Only licensing clients having arelease
level lower or equal to thisnumber are allowed. The MaxRel easeNunber canbeequal
to 0. Inthis case, the license server does not perform any check related to release number:
the license can be granted whatever the release level of the licensing client.

MaxReleaseDate  Client release date authorized by the license. Only licensing clients having arel ease date
lower or equal to this number are allowed.

MaxUsageDuration Displays one of two values:

» thevaueis"0" for afull named user license

» thevalueis"40" for acasua usage named user license. The value corresponds to the
number of hours the license can be used by a given named user during a given month.

For example, the license highlighted below is a casual named user license:

,

Servers License View Help

AL

Server Definitions | License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring Geoloah’on|

|M555dsv |

Display superseded licenses Save all licenses... Display expired licenses

Editor Model Feature Quantity EndDate MaxReleaseMumber MaxUsageDuration L
Dassault Systemes  MamedUser ALY 11 2013-08-13.23:59.UTC 15 F
Dassault Systemes  MamedUser CAL 9 2013-07-13,23:59.UTC 15 F
Dassault Systemes  MamedUser CPF 11 2013-09-13.23:59.UTC 16 F
Dassault Systemes  MamedUser ENG 11 2013-10-13,23:59.UTC 15 F
Dassault Systemes  MamedUser LIV 11 2013-07-13.23:59.UTC 16 F
Dassault Systemes  MamedUser LIV-MDEVPM 11 2013-07-13,23:59.UTC 15 F
| DassaLilt Systemes MNamedLiser LIV-MDEVPM 1 2013-07-13.23:59.UTC 16

Dassault Systemes  ConcurrentlUser  TOL 6 2013-11-13,23:59.UTC 16

14 | 11 |

MaxUsagePeriod  Displays one of two values:

» thevalueis"0" for afull named user license
» thevalueis"1" for acasual usage named user license.
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LicenseType

Commercial Type

Licenseld

RepGroupl ndex

RepFilel ndex
RepFileQuantity
Computerid
Computer Name
Customer Site
Customer Country
Customerld
GenerationDate
GenCompany
Generatorld
Editorld
Additionallnfo

Type of license enrolled on the license server, depending on how your license server is
configured:

* Floating (for standalone license servers)
e Failover (for failover clusters).

Commercial types are:

» STD (for standard commercial licenses)
* DEMO (for demonstration licenses)
» EDU (for educational licenses).

This character string is the license identifier. A license id can exist either for asingle
feature or a group of features.

License replacement group index. For agiven Li censel d, the highest number is active
and the other numbers are superseded (if they have not been removed).

Number of a particular feature in the replacement group.

Number of individual featuresincluded in the replacement group.
Computer id of the machine hosting the license server.

Name of the computer hosting the license server (when available).
License owner.

Country of license owner (3-letter international code).

License owner id.

Date on which the license was generated.

Company which generated the license.

Id of the company which generated the license.

Editor id.

For future use.

What are License Replacement Groups?

The RepGr oupl ndex column displays the license replacement group index.

A given licenseid can exist either for asingle feature or a group of features.

When you enroll the feature licenses for a given license id and for the first time, the number in the

RepGr oupl ndex columnisset to "0", and the Status is Active. When your licensing needs evolve, you
may need to replace an existing feature or group of featuresreferenced by the samelicenseid. Thisisreferred
to as alicense replacement group. When you enroll the new license replacement group for the same license

id:

» the Status of the previouslicense changesto Superseded and isno longer displayed. If you wish to display
superseded replacement groups, click on the Display super seded licenses button. In order to gain useful
space, after a given period of validation, we recommend that you remove superseded licenses.

* anew line containing the same license id is added, the number in the RepG oupl ndex columnis
incremented, and the Status of the licenseisActive.
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Getting Information About License Usage

The License Usage tab allows you to monitor license usage.

1. SelectStart - (All) Progranms - DS License Server - License Server
Admi ni strati on tolaunchthe License Administration Tool if it isnot already launched.

2. Connect to the server.

3. Click the License Usage tab.

Based on the licenses previoudly enrolled, the L icense Usage tab looks like this:

Servers License View Help

AL

|5erver Definitions I License Adminish’aﬁon| License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

[V] w5sesdsy

?y Editor @} Feature
Dassault Systemes ALY,
Dassault Systemes CAL
Dassault Systemes CPF
Dassault Systemes ENG
Dassault Systemes LIV

Dassault Systemes LIV-MDEWPM
Dassault Systemes TOL

You can sort columns by clicking on the column headers. If you want to sub-sort several columns, press the
Ctrl key whileclicking.

A tool tip is displayed on the vertical scrollbar to display the total number of lines and the range of lines

displayed.
Editor Dassault Systemes, for example.
Feature Trigram of the product or custom configuration license. Keep in mind that the
license can be a named user license, a concurrent user license or atoken license.
In use The number of licenses currently being used for a particular feature.
Count Total number of licenses enrolled for a particul ar feature.

4. Start aprocess (from the client or elsewhere) requiring a CPF license.
For example, log onto your Live Collaboration server using one of the users created at Live Collaboration
server installation, for example PLMADM, the administration user.

When the license server grants a CPF license, for example, to alicense client, the License Usage tab looks
like this:
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|7 License Administration To

Servers License View Help

|5erver Definitions I License Administratior1| License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

lw5sesdsy

S Editor

Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes

{§§ Feature

ALY
CAL

| ceF
ENG
LV
LIV-MDEVPM
TOL

The number in the I n use column for the CPF license isincremented by 1. Each time alicense is consumed,
the number is incremented.

5. Tofind out details about the license (who is using the license, what type of licenseit is, etc.), double-click
the line containing the CPF license (which is a named user license).

The Detailed License Usage box appears:

m Detailed License Usage

it

License usage for product CPF from editor Dassault Systemes

Server License type

lw5sesdsy MamedUser

User

PLMADM  WIN-MNKSLO7ILFY (FFFFFFFFFFFFFFFF-c0281f84.0)  1/23/13 2:57PM  1/23/13 3:08PM  C:\enoviaVeR201 *

Host Granted since Lastused at Active process

hll

I r

Time values displayed are formatted according to the local time (time zone) of the computer on which the
License Administration Tool is running.

Server
Licensetype
User

Host

Granted since
Last used at

Active process

86

Name of license server computer.

Type of license: NamedUser or Concurrent.

Named user or concurrent user to whom the license is granted.

Name of the client computer on which the licensed processis running.

Time and date at which the license was originally granted to the user.

Time and date at which the license was last used.

Name of the active client process to which the licenseis granted. The prefix O f | i ne

isused to identify extracted offline licenses. Note that in the case of an application server
process, the process name may not be displayed permanently.

Set the following variable:
MX_NUL_FULL_USAGE_REPORT=t r ue

intheenovi a. i ni file (Windows) or nkEnv. sh (UNIX) to ensure that the process
name is displayed. For more information about this variable, see the Live Collaboration
server documentation.
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Granted at Time and date at which the license was granted to the current process(es).

MaxRdeassNumber Feature release level authorized by the license. Only licensing clients having arelease
level lower or equal to thisnumber are allowed. The MaxRel easeNunber can beequal
to 0. Inthis case, the license server does not perform any check related to release number:
the license can be granted whatever the release level of the licensing client.

MaxReleaseDate  Client release date authorized by the license. Only licensing clients having arel ease date
lower or equal to this number are allowed.

Internal Id Reserved for internal use.
Customer Id Customer id.
Casual usage (mn) Thisfield is only displayed once a casual license has been granted. It indicates, for the

current month, the cumulative casual usage for a given casual license, measured by the
license server in minutes, asillustrated:

I E’F Detailed License Usage

License usage for product LIV-MDEVPM from editor Dassault Systemes

ress  Grantedat — Max Release Date | Max Release Mumber | Internal Id Customerld | Casual usage (mn)

71413 1:59 AM 17 DemoReviewer DSFRA123 MN/A
71413 1:59 AM 17 PLMADM DSFRA123 =]
1 ¢

N Aisdisplayed in thefield for full named user licenses, indicating that thisfield is not
applicable to full named user licenses. The value in minutesis highlighted in red if the
maximum allowed usage duration is exceeded.

Role of the License Server

When the license server receives a named user license request, it checksif itisfor afull
license or acasual license. In the case of casual license, the license server then:

» measures the monthly usage of casual usage named user licenses by named users
e compares the monthly usages with maximum usage duration
* generates monthly reports pointing the over-use (if any).

The license server measures usage only for casual usage named user licenses. It does not
measure usage of full named user licenses, concurrent user licenses or token licenses.

In the event of license over-use, the following message is displayed in the casual usage
log file:

Usage of XXX (Dassault Systémes) by YY'Y in excess of ZZZ mn

and also in the Server L ogs tab.

27 Note: The month is managed as a calendar month between the 1st of month 00:00
UTC and the last day of month 24:00 UTC. The usage measurement is the same if
the calendar month comprises 28, 29, 30 or 31 days or if it contains holidays.

Monthly Usage Reporting

At the beginning of every calendar month, the license server generates a usage report.
This monthly report fileis generated only if at least one active casual usage named user
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licenseisenrolled in the license server. It isgenerated even if no over-use occurred during
the calendar month.

All casual usage valuesin Detailed L icense Usage dialog boxes on the license server are
reset to "0" the following month.

Thereport isgenerated at 00h00 UTC. If the license server isnot running at this particular
moment, the report is generated the next time the license server isrestarted.

In case of failover, each member generates the same report. The report files on each of
the three members are the same.

Pleaserefer to File Locations, Settingsand Registry Entriesfor adescription of the report's
location and contents.

" Note: Youwill be expected to provide a casual license usage report on request.

6. Thistime, start the L1V application and connect to a data source different from a Live Collaboration server
(you are not connected to this server), for example by opening a 3DXML file.

You will be prompted to choose a LIV license using the License Manager tab.

The License Administration Tool box now looks like this:

Servers License View Help

Al

|5erver Definitions I License Administration| License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

lwSsesdsy

5 Editor

Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes
Dassault Systemes

{§§ Feature

ALX
CAL
CPF
ENG

| v
LIV-MDEVPM
ToL

A licensefor LIV is consumed, so the number in the I n use column is incremented by 1.

7. Tofind out details about the license (who is using the license, what type licenseit is, etc.) double-click the
line containing the L1V license.

The Detailed License Usage box appears and |ooks like this (divided into three parts in the following

screenshots):

Thisisthe left section showing the user:

88
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License usage for product LIV from editor Dassault Systemes

Server License type User Host Granted since Last used at

lw5sesdsy  MNamedUser LW5SESDSY (4254 10DEF1780905-c0a81f01.1)  7/5/12 Z:01PM 7512 T:01PM

||« T | ;

h— _— -——

and this section shows the active process:

License usage for product LIV from editor Dassault Systemes

Granted since Last used at Active process Granted g
F/5{12 7:01PM  7/5/12 7:01PM  C:\Program Files\Dassault Systemes\B214\win_b&4\code\bi\PLM3DMNav. EXE| 7/5/12 7:

{4 [ T ] G

h— — ——

You will find the same type of information (the license type is NamedUser), except that the user is not a
named user (because you are not connected to the Live Collaboration Server) but the operating system user.
When you exit the session, therefore rel easing the license, the number in the I n use column becomes "0".

8. Then, start the LIV-MDEVPM configuration and log on as DemoReviewer (thistime, you are connected to
the Live Collaboration server as a named user).

The License Administration Tool box now looks like this:

[ License Administratio

Servers License View Help

A

|5erver Definitions I License Adminish’aﬁon| License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

[V] w5sesdsy

?y Editar {§} Feature
Dassault Systemes ALX
Dassault Systemes CAL
Dassault Systemes | crF
Dassault Systemes ENG
Dassault Systemes LIV

Dassault Systemes | LIv-MDEVPM
Dassault Systemes TOL

The LIV-MDEVPM license is anamed user license. The number of LIV-MDEVPM licensesin useis now
"1", and the number of CPF licensesin useisnow "2" because when DemoReviewer consumes a
LIV-MDEVPM license, a CPF licenseis also consumed.

5 Note: It may occur for a given feature that the numbers in the In use and the Count columns are
identical. This means that no more license are available. When thisis the case, the corresponding line
is highlighted in bold.
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9. Double-click the line containing the LIV-MDEVPM license.
The Detailed License Usage box appears and looks like this:

( ™

License usage for product LIV-MDEVPM from editor Dassault Systemes

Server License type User Host Granted since Last used
IwSsesdsy  NamedUser LW5SESDSY (4254 10DEF1780905-c0a81f01.1)  7/5/12 7:24PM  7/5/12 7

Il 1 3

Recycling Named User Licenses

90

This section describes how named user licenses are consumed and the steps you must take to recycle them when
you need to reassign them to other users.

If you do not have any named user licenses, you may want to hide this tab by going to the View menu and
unchecking Li cense Recycl i ng.

Named user licenses are consumed immediately when a user starts a session, remain consumed after the user
logs out, and continue to be consumed until the license expiration date.

The need occasionally arises, under exceptiona circumstances (for exampl e, when empl oyees|eave the company),
to unassign licenses to sever the tie between these employees and licenses assigned to them, and reassign the
licenses to another user.

When anamed user licenseis recycled, the license server removes the link between a given named user license
and agiven named user. After recycling, the named user licenseisno longer tied to aspecific user but isavailable
for any user (including the previous user).

The Live Collaboration Server-side Assign Licensing by Product tool (discussed in the Dassault Systemes
Licensing Essentials Guide) is used to assign licenses to and unassign licenses from users, but this may not be
sufficient in some cases (if the Live Collaboration server cannot contact the license server, for example).

The licenses can also be recycled on the license server. Thisistherole of the License Recycling tab which
allows you to recycle named user licenses only.

1. Select the License Recycling tab.

In this example, several named user licenses have been granted:

Servers License View Help

P %

| Server Definitions | License Administration | License L.Isagel License Recyding | Authorizations I

hwSsesdsy

E,;';? Editor E Server Q User {guj Granted named user licenses
Dassault Systemes  lw5sesdsy DemoReviewer  CEF LIV-MDEVEM
Dassault Systemes  [wSsesdsy PLMADM CEF
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A tool tip is displayed on the vertical scrollbar to display the total number of lines and the range of lines
displayed.

2" Note: Since they cannot be manually recycled, casual usage named user licenses do not appear. At the
beginning of every month, the license server automatically recyclesall casual usage named user licenses.
If acasual usage named user licenseisin use at that moment, recycling of that license is postponed by
the license server until itisno longer in use. If thelicenseis used again during the postponement period
(which can occur if the user starts another session before having closed all the sessionsfrom the previous
month), license recycling is cancelled for this month for this user.

2. Torecycle alicense, double-click the line containing the license for user DenoRevi ewer , or right-click
thelineand select ther ecycl e |i censes command.

You are prompted to confirm:
Do you really want to recycle named user licenses granted to DemoReviewer on server lwbsesdsy?

Click Yesor No. If you click Yes, another dialog box informs you that all the licenses for the selected user
on the selected server will be recycled.

57 Note: It isnot possible to recycle simultaneously licences for several users.

3. Click OK.

Thelicense may or may not be recycled. If it cannot be recycled, another dialog box appears with amessage
like this:

Licenses granted to DemoReviewer on server Iwbsesdsy were not recycled: CPF islocked until 8/4/13 7:24
PM LIV-MDEVPM islocked until 8/4/13 7:24 PM

If you did not close your session, you will be informed that the license is locked by a running process.
4. Click OK to exit.

& Note: You can configure your license server to automatically recycle named user licenses which have
not been used for at least 30 days. For moreinformation, refer to the Enable Automatic Recycling option.

Setting License Authorization Rules

This section describes how to set up license authorization rules for concurrent user licenses, token licenses and
named user licenses for users or machines.

Concurrent user licenses can be shared among users and are not tied to specific users. Certain licences can be
sold as shareable, which can be granted and rel eased, for example, during asession using the Shar eable Products
tab. Shareable licenses comply with the Concurrent User Licensing model and are network licenses served by
the DS License Server. By default, concurrent user licenses can be used without prior authorization by the DS
License Server.

Token licenses are similar to concurrent user licenses. The main differences are that a token cannot be shared
by several client processes (even running on the same computer), and that several tokens can be granted to a
given client process.

Named user licenses are typically granted to users managed by the Live Collaboration Server-side Conf i gur e
My ENOVI Acommand, or by theAssi gn Li censi ng by Product command. However, in certain cases,
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you may need to enforce an additional stricter level of license control of named user licenses on the DS License
Server. To do so, you can optionally set authorization rules for named user licenses.

6

Note: A license authorization rule for a specific named user license takes precedence over license
assignments made on the Live Collaboration Server. This mechanism is particularly useful when you have
several Live Collaboration Servers and asingle DS License Server. In this case, for example, the number
of potential named users declared on the Live Collaboration Servers (and to whom licenses are assigned)
may exceed the number of licenses available. Centralizing named user licenserulesonthesingle DS License
Server will enable you to enforce exactly the number of licenses granted to your company.

However, when managing authorization rulesfor apre-V6R2012x license server, aL icenseAdministration
Tool cannot manage named user licenses. When upgrading the DS License Server, existing authorization
rules are automatically set to the concurrent user model.

Therole of the Authorizationstab isto set authorization rules for concurrent user licenses, named user licenses
and token licenses. There are four types of rules:

Allow: authorize users or groups of users, specific computers or groups of computers, |Prangesand | Prange
groups to use licenses

Deny: deny authorization
Reserve: reserve a given quantity of licenses for alist of users, computers or | P ranges
Limit: limit alist of users, computers or IP ranges to a given quantity of licenses.

Only one rule type can be applied to agiven license.

1.

Select the Authorizations tab.

Thelicense serversavailable arelisted to theleft (highlighted in red). Thelist to the right contains the enrolled
licenses classified first by editor, then by license model (Concurrent User, Token, Named User), followed
by license feature then licenseid.

Our example illustrates separate sections for both concurrent and named user licenses you can authorize or
deny for the selected license server. For example, the concurrent licenses enrolled on the server for TOL for
theeditor Dassaul t Syst enes arevisible, along with a number of named user licenses:

E%, License Administration Tool o[ o[E) ||

Semvers License View Help

LR

| Server Definitions | License Administration | License Usage | License Recyding| Authorizations | Statistics I Server Logs I Manitoring I Geolocah'on|

5 g X i
Users / Hosts / IP Ranges E}--Py DassaLlt Systemes

Mame Type B2
=N R

35| 7IR43-P7564-W SET2-ECZIM-Y4Q5G (B)
= [Mameduser ]
& LT Ax

{7 FIR43-P7SE4-WSET2-ECZIM-T4Q6G (11)
2[5 caL
- {7] 7IR43-P7564-WSET2-ECZIM-4QEG (9)
2[5 cpF
Groups {7 FIR43-P7SE4-WSET2-ECZIM-T4Q6G (11)
Mame Type BE ENG
{7 FIR43-P7SE4-WSET2-ECZIM-T4Q6G (11)
5] L
{7 FIR43-P7SE4-WSET2-ECZIM-T4Q6G (11)
£ [5] LIV-MDEVPM
47 7IR43-P7S64-WSET2-ECZIM-T4Q6G (12)
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2. Right-click inthe spacebelow User s/ Host s/ | P Ranges and select the Add command to createa User,
Host or IP Range.

The New User/Host/I P Range dialog box appears:

o y
fy Mew User/Host/IPRange ]

Mame: ||

Type: (@ User (71 Host (71 IPRange

Cancel

7 Note: When the licensing client you are using is connected to the Live Collaboration Server, the user
name is the P& O login name. When the client is not connected, the user name is the operating system
login name.

3. Enter the name and check the appropriate option for what you are creating: user or host name, then click
OK.

(L)Jrser Enter the user name or host name.

Host User and host names are case-insensitive, whatever the input method (by the GUI, command line mode or
XML file). For example, "Bob" and "BOB" are considered to be the same user. When entering user names
and host names, all characters are converted to lowercase.

If upgrading from an existing DS License Server, user names and host names are migrated to lowercase.
Whenever migration leads to a collision (for example, "BOB" and "Bob" are both migrated to "bob"), only
one set of rulesis kept, randomly. Behavior was unpredictable anyway.

Note that group names can till contain uppercase characters.

A host name cannot contain the"." character. For FQDN host names, the comparison is performed with the
very first part of the hostname. Note that:

e you cannot enter a"." using the GUI

e anametruncated at thefirst "." in command line mode, when using an an XML file, or when migrating
from a previous DS License Server level.

In our example, the User / Host Defi ni ti on field contains two users (admni ni strat or and
denodesi gner):
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( ™y
m License Administration Tool Elﬂlg

Servers License View Help

il

| Server Definitions | License Administration | License Usage | License Recyding| Authorizations | Statistics | Server Logs I Manitaring I Geolomﬁon|

lMSsedsv - 3 X By

Users / Hosts / IP Ranges E}--?y Dassault Systemes
Name Type EJEB Concurrentlser
demodesigner Lser BE oL
: 47| 7IR43-P7S64-WSET2-ECZIM-Y4QEG (5)

amedser
&-[5T ALX
4P| TIRA3-PIS64-WSET2-ECZIM-Y4Q5G (11)
Sca
4P| TIRA3-PIS64-WSETZ-ECZIMAY4QEG (3)
&-[5] cPF
4P| TIRA3-PIS64-WSET2-ECZIM-Y4Q5G (11)
- [T ENG
4P| TIRA3-PIS64-WSET2-ECZIM-Y4Q5G (11)
B[S LIV
4P| TIRA3-PIS64-WSET2-ECZIM-Y4Q5G (11)
- [5] LIV-MDEVPM

=47 TIR43-PTS64-WSETZ-ECZIM-Y4Q6G (12)

administrator User
B4

Groups

Mame Type

P
Renge

Enter the |P range name. Thisis slightly different from the user/host names because for |P range the name
and the value are different.

Then click the | PRange button to display the following:
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MName:

Type: () User (™) Host i@ IPRange

(@ Classless Inter-Domain Routing:

(71 IPw4 or IPvE range:

Frarm:

DeclarethelPrangesby clicking either theCl assl ess | nt er - Domai n Rout i ng buttonor thel Pv4
or | Pv6 range: button:

» Classless Inter-Domain Routing (CIDR)
Example: 127. 0. 0. 1/ 32 isanindividua IPv4 addressin CIDR notation
fd0O: : / 10 isarange of IPv6 addressesin CIDR notation.
* |Pv4 or IPv6 range (classful network)
Example: 10. 232. 0. 0- 10. 232. 255. 255 isarange of IPv4 addressesin classical notation.

4. Click on the symbol next to the TOL license. Do not select the individua licenseid if the imported license
isalicense group (which is nearly always the case). Then, right-click and select the Add new rul e -
Al | ow command.

Click Yeswhen asked to confirm.
The Rule properties dialog box appears:
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Select thetype: User, Host, IPRange, User Group, Host Group, or IPRange

EF,_ TOL - Rule properties ﬁ
ALLOW Rule. License requests are granted onfy to:
Type: Lser L)
Mame: ' |
Mame Type
[ QK ] [ Cancel
L
Select the type:
Group.
Choose the name:

Click and choose the User, Host, IPRange, User Group, Host Group or
IPRange Group name.

5. To authorize the user we created to use the TOL license, select the type, choose the name, click the Add

button then click OK.

The Authorizations tab now looks like this:

=} Dassault Systemes
E:I--f £, Concurrentlser

=[5 ToL

... 8] 7IR43-P7564-WSET2-ECZIM-Y 406G (6)

The TOL licenseis now highlighted in green, signifying that arule has been created allowing the user to use

the license.

If auser other than the authorized user attemptsto log in, the following message is displayed:
No license available at thistime for this product

Click OK and a second message appears confirming that the license is not authorized, for example:
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Failed to request license for TOL version: 10 or higher) Error: License not authorized for this user License
server configuration file path: C:\ProgramData\DassaultSystemes\Licenses\DSLicSrv.txt (default path) List
of license servers. [01/01] lw5sesdsy:4085 OK: License server isrunning

6. To cancel therule, click the TOL license and select the Renove r ul e command.

When prompted, confirm that you want to remove the rule by clicking OK. The TOL licenseis no longer
highlighted in green.

You can multi-select several rulesfor deletion.

7. Todeny authorization, click the TOL license and select the Add new rul e - Deny command. Select
the type, choose the name, click the Add button then click OK.

The Authorizations tab now looks like this:

=-S5, Concurrentser

2[5 ToL

------ {5 7IR43-P7564-WSE72-ECZIM-Y406G (6)

The TOL licenseis now highlighted in red, signifying that a"deny" rule has been created.

Click the user name and select the Pr oper t i es command to display the user properties:

£7; User/Host/IPRange Properties

MName: administrator

Type: User

Linked group(s) and rule(s): Iﬁ TOL (Dassault Systemes}|

Cancel

If the user then selectsthe Shar eabl e Products tabinaclient session and triesto reserve the license
for TOL, a popup message appears.

No license available at thistime for this product

Click OK and a second popup message appears confirming that the license is not authorized:

Failed to request license for TOL (version: 10 or higher) Error: License not authorized for this user License
server configuration file path: C:\ProgramData\DassaultSystemes\Licenses\DSLicSrv.txt (default path) List
of license servers. [01/01] lw5sesdsy:4085 OK: License server isrunning

If you click the Server Logs tab and scroll the log, you will see a message like this:

2013/07/07 18:04:40:402 W LICENSESERV TOL not granted, user administrator not authorized (from client
LW5SESDSY (42721022FAFE292A-0ae84648.0):administrator:administrator: C:\Program Files\Dassault
Systemes\B216\win_b64\code\bin\CNEXT.exe)

8. To create agroup, right-click in the space below Gr oup defi ni ti on and select the Add command.
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The Create new group dialog box appears:

% Mew Group

Group name:

Type: (@ User

Available users:

i) Host i) IPRange

User group members;

administrator
demodesigner

Add ==

K, Cancel

5" Note: Note that operating system user groups are not supported.

a. Enter aname for the group.

o

Check the User, Host or | PRange option.

c. Select the user or host name or IP range, then click the Add>> button and click OK.

Thegroupiscreated. Click the group name and select the Pr oper t i es command to display the group's

properties:

98
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Err_ Mew Group Iﬁ

Group name:
Type: (@ User ) Host ) IPRange
Available users: Lser group members:

administrator
demodesigner

=1
=

K, Cancel

7 Note: When you display the properties of agroup, the G- oup nane field can be modified.

9. You can also copy user, host and group definitions and rules to another license server by clicking the
appropriate item and selecting the Copy t o server command.

10. Click on auser, host, user group or host group and right-click to select the Renove command to delete the
object.

Contrary to V6R2014 and previous levels, you can delete a user, host, IPRange, user group, host group or
IP range group even if it is referenced by arule or belongs to a group. This behavior avoids modifying all
rulestied to auser/host/group/I P range before del eting this user/host/group/I P range. When del eting the l atter,
the rules and groups which become empty (if any) are also deleted.

11. To reserve aquantity of licenses, click the TOL feature and right-click to select the Add new rul e -
Reser ve command.

The Define a rule on the feature dialog box appears:
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EF,_ TOL - Rule properties ﬁ
RESERVE Rule. Humber of licenses are reserved for:

Type: :i_.lser P

MName: | .

Quantity of licenses

Mame Type Mumber of lice...
[ oK ] [ Cancel
Select the type: Select the type: User, Host, IPRange, User Group, Host Group, or
IPRange Group.

Choose the name: Click and choose the User, Host, IPRange, User Group, Host Group

Quantity of licenses:

or IPRange Group name.

Specify the number of licensesto reserve.

Select the type, choose the name, specify the quantity of licenses then click the Add button then OK.

The Authorizations tab now looks like this:

Ei--&';? Dassault Systemes
El--f &, ConcurrentUser

2[5 ToL

------ {7 7IR43-P7564-WSE72-ECZIM-Y4Q6G (6)

The TOL license is now highlighted in blue, signifying that a "reserve" rule has been created.

12. Right-click alicense feature in the tree on the right to accessthe Cont r ol  of f I i ne command.

Select the command to display the Extract offline license configur ation dialog box:
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Extract offline license

Control offline extraction parameters for TOL
Dassault Systemes

ARGIFBeF-WEEA2ELIM-Y 066G

Maximum offline extraction ;

Extraction keyword :

which alows you to set the maximum extraction duration and keyword protection.

Licenses can be extracted for amaximum duration of 30 daysin all cases. You can decide to reduce the
maximum duration for offline extraction of a given license feature, from 30 days (default) to O day, by 1-day
increments. When set to 0, offline extraction is prevented for this license feature.

End users then attempting to extract the offline license from the licensing client side for alicense feature
controlled by arule will only be able to extract the offline license for the duration specified in the rule.

When an offline restriction is set, the following icon is displayed: iﬁr

When both an authorization rule and an offline restriction are set, the previous icon is displayed with the

colored background matching the rule type. For example, in the case of an ALLOW rule: H

You can also associate akeyword to each licensefeature usingthe Ext r act i on keyword : field. When
alicenseis protected by a keyword, on the licensing client side the end user hasto enter the keyword.

Keywordsare not passwords: they are not encrypted. They appear unscrambled in several places, for example
in the XML file containing the authorization rules.

When alicense has expired or has been deleted, both above controls are kept (if they had been set) by the
license server and appear as ghost controls, as for ghost authorization rules.

Asfor rules, ghost offline restrictions can appear at the bottom of the tab:
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=5 1oken

i B J IGF
Ghost rule(s): PRG €3 LIV-MDEVP!
Ghost offiine(s) : ABC €3 LAL Ql

13. To ensurethat either alist of usersor alist of hosts cannot consume more than alimited quantity of licenses,

proceed in the same way, thistime by selecting the Add new rul e - Li mt command.

T Note

Mixing users and computersis not allowed for RESERVE and LIMIT rules. It isonly allowed for
ALLOW and DENY rules. Inthiscase, if both users and hosts are declared, then both are checked when
granting alicense. For example:

* ALLOW USER1 and HOST1: only USER1 on HOST1 will obtain the license
» DENY USER2 and HOST2: USER2 cannot obtain the license whatever the computer. No user can
obtain the license if logged onto HOST2.

The Authorizations tab now looks like this:

=} ## Dassault Systemes
-4, ConcurrentUser

_Jj TOL

... {8 TIR43-P7564-WSET2-ECZIM-Y 406G (6)

The TOL licenseis now highlighted in brown, signifying that a"limit" rule has been created.
Hereisan exampleto illustrate RESERVE and LIMIT rules:

Let's assume there are 100 licenses of ABC enrolled in alicense server, and that you create a group of users
composed of 25 members:

« |f youreserve 12 ABC licenses for this group, then you guarantee that at least 12 members of the group
can obtain an ABC license. The remaining 25-12=13 members can obtain or not alicense depending on
the consumption of the 100-12=88 non-controlled licenses. With this rule, a maximum of 88 users not
belonging to the group can obtain alicense, even if no group member consumes any license.

« Ifyoulimitto 12 ABC, then only 12 members of the group can obtain alicense. Theremaining 25-12=13
members cannot obtain one of the 100-12=88 other licenses, even if some of them are not consumed.
With thisrule, 100 users not bel onging to the group can obtain alicense, if they are not consumed by any
member group.

How to prevent usersor hosts not declared in a license authorization rule from acquiring licenses

A situation may arise in which all the licenses you have acquired have not yet been assigned to existing
users/hosts by existing authorization rules. Aslong as this situation continues, you may consider that there
isarisk that users/hosts not referenced by alicense authorization rule may acquire licenses.

Consequently, you may wish to be able to partition both existing licenses and licenses purchased in the future
in an authorization rule. Using this technique, each declared user/host group will only be granted a specific
number of licenses which cannot be used by any other users/hosts.
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To illustrate this mechanism in a concurrent user license context, let's assume you have the following users:
A,B,C,D,E,FG,H,I,JK,L.You want to partition the usersinto 3 groups: A,B,C in Groupl sharing only one
license, D,E,F in Group2 sharing two licenses, G,H,| in Group3 al so sharing two licenses. You want to deny
access to users JK,L. Thelicense name is XXX, and you have purchased 10 licenses.

The solution is as follows:

1. create aRESERVE rulefor Groupl, quantity=1
2. create aRESERVE rulefor Group2, quantity=2
3. create a RESERVE rule for Group3, quantity=2
4. create dummy group DummyGroup and create a RESERVE rule linked to DummyGroup, quantity=5.

> UserssAB,C,D.E.FGHIJKL
> Group1:A.B,C Group2:D.E. F Group 3: G, H.
License: XK

Aliow: Group1
Reserye: 1 licgnss

Allow: Group? y

Reserve: 2 licenses

Allow: Group3
Reserye: 2 licgnses

Deny:J K, L

Asaresult, the remaining 5 licenses are assigned to the dummy group containing no users, so users JK,L
will be denied access to any licenses since they are not referenced by any license authorization rule.

The authorization rules you just set up will be sufficient until you purchase and enroll additional licenses.
So yet again there will be arisk that they can be granted to anyone not referenced in the rule. The solution
isto reset, once and for al, the quantity of licenses assigned to the dummy group to an exceedingly high
number which by far exceeds the number of licenses that you will ever purchase (for example, 1000). Using
this technique, even the new licenses will be denied to users/hosts not referenced by the rule, and you will
not have to edit the rule each time you add additional licenses.

The fourth RESERVE rulein this context would then be, for example: create a RESERVE rule for
DummyGroup, quantity=1000.

Toillustrate this mechanism in anamed user license context, let's assumethat 70 licensesfor ABC have been
enrolled. You could create the following RESERVE rules:

* reserve 30 ABC licenses for HostA: HostA users are granted access to 30 ABC licenses
» reserve 30 ABC licenses for HostB: HostB users are granted access to 30 ABC licenses

» reserve 1000 ABC licensesfor anon-existing dummy host, for example named "NonExistingHostName'":
nobody (including HostA/B) can use the remaining 10 ABC licenses (70-30-30=10), because firstly the
number of licenses reserved is greater than the number of currently enrolled ABC licenses, and secondly
because in any case nobody can log onto host "NonEXxistingHostName" which of course does not exist.

The rule must be modified to enable anybody else to use the 10 ABC licenses and any future licenses.

DS License Server 3DEXPERIENCE R2014x 103
Installation and Configuration Guide



Managing Licenses

104

[ 1

Note: The number of reserved licenses can be greater than the number of enrolled licenses not only
when a RESERVE rule has been configured this way, but also for example when some licenses expire
after the RESERVE rule has been configured.

14. To set arule for anamed user license, proceed in the same manner.

When you assign arule to anamed user license, this rule takes precedence over all assignmentsfor the same
license made on the Live Collaboration Server.

Let's take the following example.

Userl is granted access (on the Live Collaboration Server) to the named user license for the feature
LI V- NDEVPM

You then set an ALLOW authorization rule (on the DS License Server) granting User2 (who must previously
have been declared as a named user in the P& O database on the Live Collaboration Server) access to the
named user license for the feature LI V- NDEVPM

Theresult is as follows:

User2 can use the feature LI V- MNDEVPM

Userl CAN NO LONGER usethefeature Ll V- MDEVPM thereason isthat an ALL OW-type authorization
rule has now been set for this feature on the DS License Server side. This rule grants the feature license
to ONLY User2. And even though User1 was previously granted access via an Live Collaboration
Server-side tool, the authorization rule takes precedence. If Userl attempts to log on, the following

message will be displayed:
No license assigned to this user
Note:

If alicenseisremoved or expires, and arule had been assigned to that license, the rule is not deleted.
It becomes aghost rule and is displayed in the lower right-hand corner:

Ghost rule(s): LIV-MDESURVFM Q

Thisalowsthe administrator to avoid having to createtheruleagain if anew licenseisadded. To display
the properties of the ghost rule, click on its name. To remove the ghost rule, click the red icon.

Note:

In the case of named user licenses, if you add arule after some licenses have already been granted to
named users, then you may have to manually recycle them.

In example 1, let's assume that named user ABC license is granted to Steve:

1. Addarule DENY Steveon ABC.

2. Steve can no longer use ABC, but the ABC license cannot be used by someone else.

3. You haveto recycle Steve'slicenses.

In example 2, let's assume that there are 10 named user XY Z licenses and that 2 of them are granted to
Alan and Barbara:

1. Addarule RESERVE 9 XY Z to UserGroupl. (Alan and Barbara don't belong to UserGroupl).

2. Alan and Barbara can still use XY Z and only 8 users of UserGroupl can use XY Z.
3. You have to recycle either Alan's or Barbara's licenses.
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15. Edit an authorization rule to monitor the number of licenses consumed by the user, user group, host, host
group, |P range or |P range group linked to the rule.

In this simple example, we created an ALLOW rule for the user pl madmon the LIV-MDEV PM feature. To
edit therule, click on the rule and right-click to select the Edi t r ul e command. TheCurrent |y
consumed column specifies that one LIV-MDEVPM license has been consumed by user pl madm

% LIV-MDEVEM - Rule properties -

ALLOW Rule. License reguests are granted only to:

Type: {jser E

MName:

Mame Type Currently consumed
plmadm User 1
[ K ] [ Cancel
L A

57 Note: Theterm "currently consumed" means that the license has been granted to the user and the
licensed process has been effectively executed at least once, in particular for named user licenses: it
does not mean that the licensed processis being executed at the same time as you edit the rule. The
Currently consuned column isnot displayed when setting arule, only when editing arule.

In the following example, we created a user group hamed MyGroup (containing the usersdenor evi ewer
and adni ni strat or), and created arule reserving five licenses for the group. TheCurrent | y
consumed column specifiesthat one LIV-MDEVPM license has been consumed by amember of the group:
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Select the type :i_.lser [

Choose the name :

Quantity of licenses

Mame Type Mumber of licenses | Currently consumed

MyGroup |Llser group |5 1

Thelist may aso contain several lines. For each line (corresponding to a user, a host machine, a group of
users or agroup of host machines), the number of licenses currently consumed is displayed.

The number displayed is the number of licenses, evenif theruleis declared for host machines. For example,
this number can be very high for only one host machine declared in the rule, if the host machineis an
application server hosting a Live Collaboration server.

When the number isred, it meansthat the ruleis not enforced. This can happen when the rule has been applied
after anamed user license has been previously granted to a named user.

For example, in the following LIMIT rule related to the CPF license, the following rules have been set: 100

CPF maximum for GroupA and 2 CPF maximum for GroupB. 2 CPF are consumed by GroupA and 4 CPF
are consumed by GroupB:

Limit user(s) and group(s) of users or
host(s) and group(s) of hosts to use a defined quantity of licenses

Select the type : Host group | v
Choose the name :

Quantity of licenses :

Name Type Number of licenses Currently consumed
GroupA Host group 100 2 |
GroupB Host group [2 |4 |
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“4" appearsinred, becauseit is a case of over-use: the rule limiting to 2 has been set after the 4 named user
CPF licenses have been granted to 4 named users.

For aDENY rule, usually the number is equal to 0. However, if it is not the caseit is displayed in red.

When anameis present in arule asan individual item and also as a member of one or several groups, then
only theindividual declaration is taken into account by the rule.

For example, if Oliver belongs to UserGroupl and a RESERVE rule is defined as 1 license for Oliver and 4
licensesfor UserGroupl, we consider that Oliver was not amember of UserGroupl: when alicenseisgranted
to Oliver, 4 licenses are still reserved for other members of UserGroupl.

When anameis present in several groups (and not as an individual item), only the group having the lowest
alphabetical name is taken into account by the rule.

For example, if Oliver belongsto UserGroupl and UserGroup2, and aRESERVE ruleisdefined as 10 licenses
for UserGroupl and 15 licenses for UserGroup2, we consider that Oliver was not amember of UserGroup?2:
when alicenseis granted to Oliver, only 9 licenses are now reserved for other members of UserGroupl, but
15 licenses are still reserved for other members of UserGroup?2.

When a user uses the same license from several computers, only the last grant is taken into account by the
rule. This can happen when a named user uses CPF from several application servers: the last computer will
be used in therule.

For example, if aLIMIT ruleisdefined as 10 licenses for Computerl and 15 licenses for Computer2, and
Oliver logs on to Computer1 then on to Computer2 while staying logged on to Computerl, the same CPF
license is granted to Oliver but it isfirst counted among the 10 licenses for Computerl then, when Oliver
logs on to Computer2, counted among the 15 licenses for Computer2 (and no longer among the 10 licenses
for Computerl).

You can also monitor license usage by connecting to the license server in command-line mode then running
theget Li censeUsage command. For each license currently consumed, if the license has been granted
by an authorization rule, the individual name or group name will be displayed inthe aut hor i zat i on

i t emfield.

In our example in which we created the group MyGroup, the get Li censeUsage command returns the
following information:

Dassault Systemes (5E756A80-1C80-478D- B83A- 1D5913677621)

CPF naxRel easeNunber: 17 type: NanedUser count: 11 inuse: 2 custonerld:
DSFRA123

internal 1d: PLMADM granted since: Jul 5, 2013 6:45:30 PM | ast used at:
Jul 5, 2013

7:29:58 PM by user: PLMADM on host: W N KNKSLO7I LFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 0)

internal |d: denoreviewer granted since: Jul 5, 2013 7:24:02 PMI| ast used
at: Jul 10, 2013

10: 32: 50 AM by user: denorevi ewer on host: W N KNKSLO7ILFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 0)

internal |d: denoreviewer granted since: Jul 5 2013 7:24:15 PMI| ast used
at: Jul 10, 2013

10: 02: 50 AM by user: denorevi ewer on host: W N KNKSLO7ILFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 1)

aut hori zation item MG oup
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Importing and Exporting License Authorization Rules

This section explains how to back up license authorization rules and corresponding data (users, hosts, groups)
by exporting the datato an XML file, and how to import an XML file containing previously backed up
authorization data.

Export Authorization Rules

1. Select the Authorizationstab.
A toolbar islocated in the top right corner of the tab:

-
!31 License Administration Toal =[5 -

Servers License View Help

LI ANk

| Server Definitions I License Administration I License Usage | License Recyding | Authorizations | Statistics | Server Logs I Monitoring I Geolocationl

IwSsesdsy - X B
Users / Hosts / IP Ranges 9--8@ Dassault Systemes
Mame Type E!--‘-.l_\ ConcurrentUser

=TT
47| 7IR43-P7S64-WSET2-ECZIM-14Q66 (6)
E‘"'r_\ MamediUser
=[5 ALx
- {7 FIR43-PTSE4-WSET2-ECTIM-4QEG (11)
=[5 cAL
i TIR43-PTS64-WEET2-ECZIM-Y4Q5G (9)
=[5 cPF
Groups +-45] FIR43-P7564-WSET2-ECZIM-Y4Q6G (11)
Mame Type E\\E ENG
{7 FIR43-P75E4-WSET2-ECZIM-Y4Q8G (11)
=[5 L
. {7 FIR43-PTSEAWSET2-ECZIMYAQEG (1)
=[] LIV-MDEVPM
47| 7IR43-P7564-WSET2-ECZIM-Y4QEG (12)

The toolbar looks like this :

3 X o

Thefirst two buttons, from left to right (Export and Reset) are grayed out because at this stage you do not

have any authorization data to export. However, the | npor t ;. button is activated since you can at least
import authorization data backed up in an existing XML file.

2. Create some users, hosts and/or groups and create some authorization rules linked to the users, hosts and/or
groups you created (as explained in Setting License Authorization Rules.

Let's use the following rules for example:
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User/Host definition: = E’;?Dassauit Systemes
+-48, ConcurrentUser
Name - Type - ; I::ﬂToken
Anna User =~ NamedUser
Bob User = [ cer
VT Host 5] amHP-cQs3
ComputerB Host = .Ij ENG
i°] 4. HP-CQs3
g[S
i 4HP-CQsi
e-[Jus
i=] 4HP-cQe3
& 7] LIV-MDEVPM
i=] amP-cqe;
&-[5 oL
i cimem-YDU
— =N eI
Group definition: =] C1MBM-YDU
Name Type = ﬁ PRG
ComputerGroup Host . @ - §7] 4HPcQsi
UsrGroup1 User =} y Dassault Systemes V5
--58, Concurrentliser

Once you have created a user, host, group or rule, all theicons are activated like this:

i3 X o

3. Click the Export .7 button and specify afilenamein the dialog box displayed to save the file to XML
format.

The XML fileis structured as follows, for example:

<aut hori zati ons>
<user s>
<user id="1">Anna</user>
<user id="2">Bob</user>
</ users>
<user gr oups>
<usergroup id="1">
<nanme>Usr G oupl</ nanme>
<user id="1"/> <!-- Anna -->
<user id="2"/> <!-- Bob -->
</ user gr oup>
</ user gr oups>
<host s>
<host id="1">Conput er A</ host >
<host i d="2">Conput er B</ host >
</ host s>
<host gr oups>
<host group id="1">
<name>Conput er G oup</ name>
<host id="1"/> <!-- ConputerA -->
<host id="2"/> <!-- ConputerB -->
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</ host gr oup>
</ host gr oups>
<edi tor name="Dassault Systenes">
<nodel type="NamedUser">
<f eat ure nanme="CPF">
<aut hori zationlist rul etype="Deny">
<nane>CPF</ nanme>
<user id="2"/> <!-- Bob -->
</ aut hori zationlist>
</ feature>
<f eat ure name="ENG'>
<aut hori zationlist ruletype="Alow' >
<nane>ENG</ nanme>
<host id="1"/> <!-- ConputerA -->
</aut hori zationlist>
</ feature>
<f eat ure nanme="LI B">
<aut hori zationlist rul etype="Reserve">
<nane>LI| B</ nane>
<usergroup quantity="2" id="1"/> <!-- UsrGoupl -->
</aut hori zationlist>
</ feature>
<f eat ure nanme="PRG'>
<aut hori zationlist ruletype="Limt">
<nane>PRG</ nane>
<hostgroup quantity="1" id="1"/> <I-- Conputer G oup

</ aut hori zationlist>
</ f eat ur e>
</ nodel >
</ edi tor>
</ aut hori zati ons>

The<of fli nerestri cti ons> tag can be added under the <f eat ur e> tagin parallel to the
<aut hori zati onl i st > tag for managing offline restrictions:

<f eature nanme="ND2" >
<offlinerestrictions>
<nanme>MD2</ name>
<keywor d>secr et </ keywor d>
<maxdur at i on>21</ maxdur ati on>
</offlinerestrictions>
</ feature>

Import Authorization Rules

1. Beforeimporting authorization data, decide whether or not to remove the existing authorization data on your
license server.

Removing existing authorization data guarantees that the result will be exactly the content of the imported
file. If you do not removeit, you will be prompted to merge manually the imported data with the existing
data

Click theReset ¢ button and click OK when prompted to remove existing dataif required.

2. Toimport authorization data, click thel nport .y button and use the dialog box to select an XML fileto
import.
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If you removed existing authorization data from your license server, the imported data simply replacesit.

For example, importing the example XML file above creates the following rules illustrated bel ow:

m License Administration Tool

Servers License View Help

v R

IwSsesdsy

| Server Definitions I License Administration | License Usage | License Recycling | Authorizations | Statistics | Server Logs | Monitoring I Geoloaﬁonl

-

e X i

User/Host definition:

MName Type
ComputerB Host
Computer & Host
Anna User
Bob User
Group definition:
Mame Type
ComputerGroup Host
UsrGroup1 User

E\\--?g Dassault Systemes

E-£8, ConecurrentUser

E| TIR43-F7554-WEET2-ECZIM-Y 406G (5)

-~ NamedUser
=[5 ALX
{7 TIR43-P7SE4-WSET2-ECZIM-Y4QEG (11)
2[5 caL
| L{F] 7IR43-PFSE4-WSETZ-ECZIM-Y4QEG (9)
&[5 cpF
i TIR43-P7SE4-WSET2-ECZIM-Y4QEG (11)
&[T ENG
{7 TIR43-PTSE4-WSET2-ECZIM-Y4QEG (11)
25
L{T| TIR43-PTSE4-WSET2-ECZIM-Y4QEG (11)
=[5 LIv-MDEVPM

~-47| 7IR43-P7564-WSET2-ECZIM-Y4QEG (12)

3. If required, edit the original XML file you imported.

For example, declare new user Chuck, and remove the rule linked to the ENG license.

4. Validate your XML file.

Use your favorite XML tool to reference the following XSD file:
DSLS i nst al | pat h\ S\ r esour ces\ xsd\ DSLSAut hori zat i ons. xsd

to parse the XML file and validate its structure and syntax.

5. Re-import thefile.

Thistime, because you did not remove the existing authorization data from your license server, a dialog box
will be displayed prompting you to merge the existing and imported data:
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-
m Import Authorizations From External File

==

Structure Compare

Server authorizations

Imported authorizations

« ¥ 1

Ela User definitions
8 Anna

8 Bob

- B Host definitions
EEI--&E': User group definitions
EEI---% Host group definitions
- Dassault Systemes

2 Anna
£ Bob

= Anna
5 Bob

Bl

Apply ’ oK ] [ Cancel

Expand each highlighted node to see the full details:

-
m Import Authorizations From External File

e

Structure Compare

Server authorizations

Imported authorizations

« ¥4

[

Ela User definitions

8 Anna
. £, Bob

]_@_ Host definitions

EEI--% User group definitions
[+ 81 Host group definitions

9?,3 Dassault Systemes

E}a Namedllser
w-{7] cpF
=5/ ene

B- & ENG

E Computer&

8 Anna
£~ Bob
A

g Anna

£ Bob

Eloua

Apply oK ] [ Cancel

6. Resolve the merge.

The following illustration describes the meaning of the different symbols in the merge dialog box:
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Button to accept the
highlighted difference

Buttons to navigate to next or
previous difference

.
[% Import Authorizations From External File [
« &4
Structure Compare Server authorizations _ Imported authorizations
. j, User definitions o= Anna o Anna
) Anna — s Chuck line is highlighted
£ Bob = & because it's the first difference
Fo
#- B Host definitions Red item with + sign means
; something is added
+]-4, User group definitions
4S8 Host group definitions
=@ Dassault Systemes Red item with warning sign
e : means something is different
I g, NamediUser -
A-{5 Bie
=i i ENG Red itern with - sign means
IR Computera -4+ something is removed

In the merge dialog box:

e ared item with awarning symbol indicates that something is different
« areditemwith a"+" symbol indicates that something has been added
» areditemwith a"-" symbol indicates that something has been removed.

In our example, user Chuck has been added, and the rule linked to the ENG license has been removed.

TheSt ruct ure Conpar e column providesasynthetic view resulting from the comparison of the existing
and imported data, in the following order:

e user definitions
* host definitions
» user group definitions
* host group definitions

TheServer Aut hori zati ons column lists the definitions for each category.

In our example, user Chuck is highlighted inthe St r uct ur e Conpar e and | nport ed
Aut hori zat i ons column becauseit isthefirst difference detected. The "+" symbol indicates that the
definition has been added.

To accept thisfirst difference, click the left arrow: in this case, the user Chuck is added to the Ser ver
Aut hori zat i ons column, and the"+" symbol is removed.

Click the down arrow to navigate to the next difference detected, and click the left arrow if you accept the
fact that the ENG license rule has been removed.

All text in red becomes black once you accept the difference.
7. Click Apply or OK to acept the changes.
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The updated data is then displayed in the Authorizations tab:

.
Eﬁg License Administration Tool =RREN < |

Servers License View Help

PR E

| Server Definitions I License Administration | License Usage | License Recycling | Authorizations | Statistics | Server Logs | Monitoring I Geolocaﬁonl

.hu!is&dsv ) 5 X
User/Host definition: E‘Pﬂ Dassault Systemes
Name Type E|f-f_~. j:jopcurrentl.lsm
LR To
Computerd Host "] 7IR43-P7564-WSE72-ECZIM-Y4Q8G (6)
ComputerA Host E|r ', MamedUser
Anna User e
B 5T ALX
Bob ] T
0 s . {7 TR43-P7564-W SETZ-ECZIM-Y4QEG (11)
Chuck User Bjj CAL
¢ .{7] 7IR43-P7S64-WSET2-ECZIM-Y4QSG (3)
&[5 cpF
— . hedT]| TIR43-P7SE4-WSET2-ECZIM-Y4QEG (11
Group definition: BJj glG Qs (1)
Name Type ¢ {7] 7IR43-PTSE4-WSET2-ECZIM-Y4QEG (11)
ComputerGroup Host Bjj LIv
UsrGroup1 User 45 7IR43-P7S64-WSET2-ECZIM-Y4Q5G (11)
[T Lv-MDEVPM
~-47| 7IR43-P7564-WSET2-ECZIM-Y4QEG (12)

Getting Information About the Authorized Country of Use for Licenses

The Geolocation tab identifiesfor agiven license server the country in which the licenses enrolled on the server
are authorized, not the country in which the licenses are really being used.

1. SelectStart - (All) Prograns - DS License Server - License Server
Adni ni st rat i on tolaunch the License Administration Tool if it is not aready launched.

2. Connect to the server.

3. Click the Geolocation tab, then select if necessary the desired server.

The Geolocation tab looks, for example, like this:
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Servers License View Help

% lcerse ramnsaien N ===

% & &

|5erver DeﬁnitionsILioense Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

‘MM

Canada
United States

MMexico

Yepezuela
Colomgla

Paru Birazil
Balivia

Ch!h"rgentina

Russia

F"Ee Ukraine Kazakhstan mongolia

Spai Turkey.
Afghanistan  China

Algeriiibyig‘#"pbjaudi ArBKistan

T India M
M vanmar
alﬂgﬁ?%ﬁthad Yemen Thailand

Migeria !
Central AfricSpmalia
Repul:-li“tEFEIJﬁ a

Con&gﬁgﬁﬁ‘?ﬂsa
iy
S 2 rnbiue
Maghibia, - Madagascar
South Africa

e

Indonesia

Australia

4. Zoom in on the world map by left-clicking and dragging a box around the region you are interested in.

The 5 symbol identifies a country for which licenses are authorized:
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Servers License View Help

% icerse raminsaien 1 =

% & &

|5erver DeﬁnitionsILioense Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

‘MM

Canada
United States

MMexico

Yepezuela
Colomgla

Paru Birazil
Balivia

Ch!h"rgentina

Russia

Framcs | Ukraine Kazakhstan mongolia
EpaiE Turkey

Afghanistan  China

Algeriajy v : iskan
Wi bSaud|AraBEl<'India Myarimar
Iﬂaﬁ?r:d—mgf!thad Yemen Thailand
igetia . .
Central At gﬁaha
Repubhg Indonesia
A Colnagﬁgﬁﬁ‘?asa
ngola”, -
ga_mplazambique
Maghibia, - Madagascar Bustralia

South Africa

The country isthe one indicated in the Customer Country column in the License Administration tab.

Zooming on France displays the following:

e
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£ (F— — [ [=] B4

Servers License View Help
YR A
‘Iwﬂs&dsv

£
Lni

Kiru
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Thisdisplays:

* theauthorized country

» the name of the license server on which the licenses are enrolled

* the number of licenses.
6. Click theD symbol to the right to reframe the map.
7. Click the@ symbol to toggle to be able to move the map by dragging it.
8. Toreturn to zoom mode, click the @ symbol.
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Tracking License Server Operation

This sections presents the tools and techniques used for tracking license server operation.

Tracking License Statistics

Different types of license statistics are available using the Statistics tab.

1. Inthe Server Configuration dialog box, accessible when viewing your license server properties, check the
Enable license usage statistics option.
2. Select the Statistics tab.

_r_?g License Administration Tool =

Servers License View Help

AL

| Server Definitions | License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Manitoring | Geolocationl

||j lwSsesdsy |

Sorted by: 'Product Name v | License type: Mo Filter ~| From: |Oct2012 = | [ | Display all licenses

3. Check the check box for the name of the license server:

This displays the statistics tools for the selected server:
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'd ™
m License Administration Tool Elﬂlg

Servers License View Help

LA

| Server Definitions | License Administration | License Usage I License Recyding I Authorizations | Statistics | Server Logs | Manitoring | Geolomtionl

| wSsesdsy |
Sorted by: :Product MName - License type: :No Filter - From : |Oct 2012 « | [ | Display all licenses
List of product licenses and current use
1] 1 2 3 4 ] 4 ¥ a 9 10 11 12

AL 011 -0.0%

CAL:O0rF8-0.0%

ey
CRF:1711-8.0%

ENMG 0811 - 0.0%

LIV-MOEVPM :0/12-0.0%

L :os11-0.0%

. S, R, TR, MR, MRS, ™.
TOL:0/6-0.0%

4. Usethe Sorted by: pulldown list to select how the license statistics are presented in the chart:

Product name License statistics are presented according to the feature name (thisisthe
default and isillustrated above).
Number of licenses used The features for which the highest number of licensesis currently being

used are presented at the top of thelist.

Number of licensesavailable  The features for which the highest number of licenses are available are
presented at the top of thelist.

Per centage of used licenses The features for which the highest percentage of available licenses are
currently being used are presented at the top of the list.

5. Usethe Licensetype: pulldown list to specify the types of licenses for which you want to view statistics:

No Filter No filter isapplied: al licence types are displayed.
Named user Only named user license statistics are displayed.
Concurrent Only concurrent license statistics are displayed.
Token Only token license statistics are displayed.

6. Usethe From : pulldown and navigate to specify the month when license usage statistics logging is started.
By default, the starting month is the current month of the preceding year.
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You can extend (but not shrink) this one-year period by specifying the starting month of the statistics to be
logged.

Use the << and >> symbolsto select the year. Use the < and > symbols to select the month.
7. Check the Display all licenses checkbox if required.

Thischeckbox will help you avoid losing statistical information about expired licenseswhich are not renewed.
By default, only features with licenses which are till valid are displayed in this tab.

However, checking this check button displays features whose licenses have expired or have been del eted.
Activating thisoption is CPU-intensive sinceit consumes alot of resourceson the server side, and consequently
has to be used with caution.

You can use this possibility with the From : pulldown, keeping in mind that the further back logging begins,
the more resources are consumed on the server.

The minimum duration is 12 months.
8. Usethe Editor: pulldown list to specify the editor of licenses for which you want to view statistics:

Dassault Systemes Only Dassault Systemes 3DExperience license statistics are
displayed.

Dassault SystemesV5 Only Dassault Systemes V5 license statistics are displayed.

Dassault SystemesV4 Only Dassault Systemes V4 license statistics are displayed.

9. Analyze the dtatistics.

Whichever way you filter the results, named user licenses are represented by a solid light grey chartbar, and
concurrent licenses by alight grey chartbar with stripes. A three-letter code for the license is displayed,
alongside figures specifying the number of licenses used/available, for example:

CPF: 2/11

LIV-MDEVPM : 1/12

When licenses are currently being used, a section of the chartbar proportional to the percentage of available
licenses being used for agiven feature is displayed in green.

10. Point to the chartbar to display a magnifying glass which in turn displays information about the licenses.
Three numbers are displayed for each feature:

» the number of currently used licenses (990 in the example bel ow)
» the number of currently valid licenses (1000 in the example bel ow)
 the percentage of current usage (99 in the example below).

0 1000 2000
L 1L

—
ENG:990/71000-99.0%

11. Click the chartbar.
Another dialog box opens displaying month-by-month statistics.
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The dialog box displays license usage statistics over the past 12 months or more, depending on the From :
valueyou set. Click the chartbar for the desired month for daily information about license usage for aspecific
license. Click again for hourly information.

" Note: Themain section of the Statisticstab reportsthelicenses currently in use, at the present moment.
So the numbers displayed in this panel can go up and down, depending on instantaneous usage. When
you click on a specific license (using the chartbar), you enter the detailed mode, with vertical chartbars
for monthly, daily or hourly usages. This provides access to the maximum usage for the given period.

Tracking Server Logs

You can consult license server logs using the Server L ogs tab.

1. Select the Server Logs tab.
Thetab looks like this:

-
rm License Administration Toaol =
Servers License View Help
VRHA

|5erver DeﬁniﬁonsILicense Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Monitoring | Geolocation
From: [Nov 5, 2013« :Iwﬁsesdsy v: To: Nov &, 2013 =
2013/11/06 09:54:32:180 I STRARTSERVER Server version 6.216.0 built on Oct 23, 2013 6:3C*
2013/11/06 09:54:32:180 I STARTSERVER Java version "1.7.0 17" - Windows 7 E|
2013/11/06 09:54:32:180 I STARTSERVER Java(TM) S5E Runtime Environment (build 1.7.0_17-k
2013/11/06 09:54:32:180 I STRARTSERVER Java HotSpot (THM) €4-Bit Server VM (build 23.7-b01
2013/11/06 09:54:32:289 I LICENSEDATA Activating group 7 for licemnse id TIR43-PT7564-WSE
2013/11/06 09:54:32:289 I STARTSERVER Computer name lwSsesdsy, computerId HRE-425R10DEE
2013/11/06 09:54:32:570 I LICENSESERV Licensing sService started

2013711706 09:54:32:570 I STARTSERVER Ready: administration port 4084, licensing port <
2013/11/06 15:36:25:337 I ADMINSERVER Administration connection started with LWSSESDSY.
2013/11/06 15:36:25:337 I ADMINSERVER Connect command i=saued

2013/11/06 15:36:25:369 I ADMINSERVER GetAuthorizations command issued

2013/11/06 15:36:25:371 I ADMINSERVER GetlActiveConcurrentFeatures command issued
2013/11/06 15:36:25:375 I ADMINSERVER GetAuthorizations command issued

2013/11/06 15:36:31:432 I ADMINSERVER Connect command i=saued

FA12/11/0F 15-%A-35-184 T ANMTINSFRUFE RatMamedlzearTnternalTds cammand §=s=sned %
4 1] }

Ctrl-F allows searching in the log.
2. Specify the dates from when and until when you want to view log information, and select the server:

From: |Mov 6, 2013 - :Iwﬁsesdsy v: To: |Nov &, 2013 -

The exact moment corresponding to the From : dateis at 00HO1 local time (time zone) of the computer on
which the License Administration Tool is running.
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The exact moment corresponding to the To : dateisat 23H59 local time (time zone) of the computer on
which the License Administration Tool is running.

However, time values displayed are formatted according to the local time (time zone) of the computer on
which the license server is running.

The From : date value (respectively To :) is automatically set to the To : date value (respectively From :)
if the To : date value (respectively From :) is manually set to a value lower (respectively higher) than the
current From : (To ;) date value.

Every event is time-stamped.

Thelog contains:

« information (identified by theletter I) about license server events such as starting and stopping the server,
enrolling licenses, etc.

* warning messages (identified by the letter W) displayed in blue
* eror messages (identified by the letter E) displayed in red.

If you activated the License usagetracing... optionin the Server Configuration dialog box, traces of license
request and detach operations and timeouts will be logged. The following example shows the log trace when
an LIV license has been requested and granted (if you selected the LIV license for license usage tracing):
2013/ 10/ 07 15:26:53:836 | LICENSESERV LIV (Dassault Systenes)

granted to client LWhbSESDSY(42721022FAFE292A- 0ae84530. 0)

i ses: SESAB S 1- 5- 21- 842925246- 2139871995- 725345543- 13721. OAEBA4530. 0. WIN 42721022FAFE292A
C: \Program Fi | es\ Dassault Systenmes\ B216\w n_b64\ code\ bi n\ PLM3DNav. EXE

Refer to Error, Information and Warning Messages for afull description of traces.

Monitoring the Server

You can monitor license server performance using the M onitoring tab. Monitoring dataiis reset every time the
license server isrestarted, so prior datais not displayed.

1. Select the M onitoring tab.
2. Select astandalone server to monitor.
The tab looks like this by default when you are monitoring a standalone license server:

ses... [ Client tra... Zoom J [ show langest durations | Dump heap ] [ Dump threads

= EloTa s B A (el a R el B | ] = cTe B o 1 I== A= a1

2:00PM 4:00PM &:00PM S:00PM 10:00PM 12:00 AM Z2:00 AWM 4:00 AM 6:00 AM 5:00 AWM 10:00 AM 12:00 PM

- rirbe e mindte-or s e e PO

2:00PM 400 PM E:00 PM 8:00 PM 10:00 PM 12:00 AM 2:00 AM 4:00 AM 6:00 AM 5:00 AM 10:00 AM  12:00 PM

Activity over the last 24 hoursis displayed in green bar graphs. The monitoring interval is one minute.
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Time values displayed are formatted according to the local time (time zone) of the computer on which the
License Administration Toal is running.

Use the zoom slidebar to zoom on a particular period over the last 24 hours.

You can zoom down to display a period in intervals of 5 minutes:

585, Client tra... Zoom :| J I [] Show longest durations [ Dump heap ] [ Dump threads

ge-duratiororrdisplayed-Hie Frame -5 s

1:10 FM 1:15 PM

The upper part of the display monitors the average duration of processing, by the license server, of client
messages which the license server receives.

The lower part of the display monitors the average number of client messages per minute processed by the
license server.

The different graphs are displayed on alogarithmic scale to be able to show both very high and very low
traffic. With anon-overloaded server, the average message processing duration should be afew milliseconds.

Set the Show longest dur ations check button to display the longest message processing durations.

Thered bar graph representsthe longest duration of aclient message for each minute of the displayed activity
period:

ses... Client tra... Zoom : J I Dump heap ] [ Dump threads

e-daratiorron displayed-tmeFrame

1, 00

100

10

Point anywhere over the window to move a vertical line over the specific minute of interest and display
additional information.

For example:
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AvEFagE age-daration-on-dis

S5PM

Average duration : 9.8 ms

Thisdisplays, for the specified minute, the average processing duration, the longest processing duration and
the number of client messages received.

6. In standalone server mode, choosed i ent trafficorAdmn traffic.

Client traffic Monitors messages sent by the license clients to the license server. The license
clients are the processes which request licenses to the license server.
Admin traffic Monitors messages sent by the License Administration Toolsto the license

Server.

7. If you select afailover server, similar tools become available:

licsrvd. .. Client traffic oom : J [ show longest durations [ Dump heap ] [ Dump threat

I s Failover traffic

100 Frs

== (-5 EEREF = Frae= TS

10 rr:: *"‘J“4W'dJ.t,kN'”*NJWQ\“WWM*”J*WM«JW t"u"k|"‘|"h-wp‘-"ﬁ'ruf"‘“’t'r‘llnr.'rﬂwd*ﬂmmsf”w'dp '”‘*lMH'WNW

2:00PM 400 M 600 PM 5:00 PM 10:00 PM 1AM 200 AM 4:00 AM 800 AM 500 AM 10:00 AM

1, D i 1,1.441,"'.\:.»1,&"\,“4' = fh prRT I,J"'.c.v"'~"!a.,..‘j"a"-"""f*\-'nw_."l N"Iug“’""k""‘

100

10

2:00 PM :00 PM

The following modes are available in the pulldown menu:

Client . .
traffigAdmin These perform the same monitoring functions as for a standalone server.
traffic
Failover . , . )
traffic Because the selected server is configured as a member of afailover cluster:
» theupper part of the display monitors the average duration of processing, by the failover
member, of messages sent to the two other members
» thelower part of the display monitors the number of messages per minute sent to the two
other members
asillustrated below:
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licsrwd...

10,000

1, 00

100

Failover tr...

'oom : ,] Show longest durations | Dump heap

L4SPM _ LSOPM  1:55FM

1:40 PM 1:45 P 1:50 PM 1:55 PM 2300 PM : 2110 PM

8. In case of suspected server performance problems or if the server hangs, and if requested, you can dump
server performance information using the dump buttons:

Dump heap

Dump threads

126

The server memory isdumped in afile named HeapDunpxxxxxxxx. hpr of inthe
same folder as the ordinary server logs.

57 Note: OnAlX, thefileextensionis. phd.

The state of all threads of the license server iswritten to afile named

Thr eadDunpxxxxxx. t xt . Thisinformation could be requested from you in
exceptional caseswherethe server no longer repliesto clients (in the case of deadlocks)
and no explanation can be found in server machine system reports.
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This section contains reference information about batch commands and file locations.

DSLicSrv Command

The DSLi ¢ Sr v command initializes and starts the license server and its associated administration tool.

Command Location and Syntax

On Windows, the DSLi ¢ Sr v command is located by default in:
C:\Program Fi | es\ Dassault Systemes\DS Li cense Server\w n_b64\ code\ bi n

On UNIX, the DSLi ¢ Sr v command is located by default in:
/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ OS/ code/ bi n

Thisisthe syntax:

DSLi cSrv

-initServer -adnmi nPort nnnn [-force][-fronHost host [-password pwd]]
-startServer [-echo] [-logDir path to | og]

-stopServer

-adminUl [-resetSettings] [-locale en_US]

-admin [-i input file] [-o output file] [-t output file] [-ks

[ keystore file]]

Initialize the Server
Option Description

-initServer -adm nPort nnnn Initializes the license server.
[-force] [-fronmHost host
[ - password pwd] ]

¢ - adminPort nnnn is the administration listening port number
« -force: licenses must be re-enrolled (including the activation license)

« -fromHost hostinitidizesalicense server whichisamember of afailover
cluster that has gone down and refuses to start, by retrieving
configuration data and license keys from one of the remaining working
members

¢ -password pwd password of remaining working member, if needed

Example:
DSLi cSrv -initServer -adni nPort 4084

& Note: You must run this command as root on UNIX, and in an elevated command prompt on Windows.
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Start the Server

Option Description
-startServer [-echo] [-1ogDir Starts the license server:
path_to_| og]

»  -echo: displays messages in addition to logging them

« -logDir path: specifies a different log directory; if you specify aremote
directory, the license server may hang if the remote directory can no
longer be accessed.

Example:
DSLi cSrv -start Server

7 Note: You must run this command as root on UNIX, and in an elevated command prompt on Windows.

On Windows, you may prefer to use the following command in an elevated command prompt to start the server
as aWindows service:

net start "DS Li cense Server"

Stop the Server

Option Description
-stopServer Stops the license server
Example:

DSLi cSrv -stopServer

€27 Note: You must run this command as root on UNIX, and in an elevated command prompt on Windows.

Start the License Administration Tool GUI
Option Description
-adm nUl [-reset Settings] Starts the License Administration Tool GUI:

[ -locale en_US] e -resetSettings: resets License Administration Tool GUI settings

e -localeen US: forces the License Administration Tool to be displayed
in English.

Example
DSLi cSrv -adni nUl

starts the License Administration Tool user interface.

Start the License Administration Tool in Command Line Mode

The mgjority of thetasksexplained in thisguideinvolve the use of the GUI version of the License Administration
Tool. However, you can perform the same tasks in command line mode.
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Option Description

-admin [-i input_file] [-0 Starts the License Administration Tool in command line mode
out put :f l ! e] [ -t output :f i e] « - input_file: input file containing list of commands
[-run "list of commands"] [-ks

[ kevstore fil e] « -ooutput_file: redirects output to an output file
y - e -toutput_file: redirectsoutput both to an output file and to the command
line window
For more information, see Redirecting Output.

¢ -run"list of commands: runs a concatenated list of commands, as
explained in Running Several Commands at the Same Time

« -kskeystore file: createsor uses an existing encrypted password file, as
explained in Managing Passwords.

The following command prompt appears:

Li cense Adm nistration Tool Version 6.216.0 Built on Cct 23, 2013 5:23:25
PM
admin >

Asyou can see, when the prompt is:

admin >

you are inside the command line administration tool.

You have to connect to a license server after having launched the command line administration tool.
To list the commands available, enter one of the following commands:

admin > ?

admn > help

Most commands have both along and abbreviated format, as indicated by the"|" separator which means "or",
for example: get Conf i g| gc. Running either the get Conf i g or gc command displays the same result.

To get help about a specific command, use the hel p| h command, for example:
hel p get Config
hel p gc

Hereisthelist of available commands:;

Operation Command Syntax Options
Connect to alicense server connect| c server port [ -proxy |server: licenseserver host name
| -p proxyHost proxyPort] port: administration port number

[-restricted | -r]
-proxy|-p proxyHost proxyPort: proxy host

name and proxy port number

-restricted|-r: forces connection in restricted
mode (replaces-readOnly which remainsvalid
for backward compatibility reasons)

Get current license server info | get Ser ver | nf o] gsi

Disconnect from connected di sconnect| di sc|d
license server
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Operation
Get license server configuration
Get license information

Retrieve license data (save
license keys in adirectory)

Show current license usage

Get license usage tracing flags

Activate/Deactivatelicense usage

trace

Display logged server messages

Modify server configuration

130

Command Syntax
get Confi g| gc

get Li censel nf o] gl

get Li censeData|gld [-editorlD

editor] [-rel ease rel ease]
[-licensel D |icense]

[ - groupl ndex i ndex]
[-filelndex index]
directory

-out

get Li censeUsage| glu [-feature

feat] [-all]|-short]

get Li censeUsageTr aces| dut

set Li censeUsageTr aces| sut

all|licensel license2
-trace|-t yes|no [-editorld|-e
editor]

showiLog| sl [-from fronDat e]

[-to toDate]

set Confi g| sc
[-licensingPort|-1p port]
[-adm nPort|-ap port]
[-failoverPort|-fp port]

[ - passwor d| - pwd]
[-restrictedPassword| -rpwd]
[-rempteAdmin|-ra
none|restricted|full]
[-fail over Mode| -fm yes| no]
[-clusterNanel|-cnl nane]

[ - cl usterNanme2| - cn2 nane]
[-clusterNane3|-cn3 nane]

[ - enabl eLi censeStats|-el s
yes| no]

[-automati cRecycling|-ar
yes| no] [-enabl e fline|-eo
yes| no]

Options

-editor| D: editor identifier

-release: release number

-licensel D: license identifier
-grouplndex: replacement group number
-filelndex: replacement file index

-out: output directory

-feature: display usage on specified feature

-al: display detailed client usage (including
casual license usage in minutes, last used date
for automatic recycling purposes, etc.) and
running processes

-short: display global usage only

licensel license2 ...: licenses to manage usage
tracing, or all to manage al licenses

-trace yes|no: to activate or deactivate trace

-editorID: editor

-from: lower limit (default midnight)
-to: upper limit (default now)

Date format: YYYY/ MM DD
[ HH: MMt SS]

-licensingPort: listening port for license client
access

-adminPort: listening port for administration
usage

-failoverPort: listening port for intra cluster
communications

-password: ask to be prompted to
enable/disable password protection
administration

-restrictedPassword: ask to be prompted to
enable/disabl e restricted mode password
protection administration

-remoteAdmin: disable administration from a
remote machine or enablein full or restricted
mode
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Operation

Modify cluster

Enroll licence files

Erase licence data

Delete expired licenses

Create group of usersto manage
authorization lists

Create group of hosts to manage
authorization lists

Create an authorization list

Command Syntax

nodi fyCl uster|nc [-repair|-r

host] [-update|-u host]

[ - changeNan®e| - cn host newHost ]

[ - changeMachi ne| - cm host
newHost ]

enrol | License|le -dir inputDir

-file filel file2..

del et eLi cense| d
uid [-group index]

del et eExpi r edLi censes| dx

creat eUser G oup| cug groupNane

-users userl user?2
[-repl ace]

creat eHost Group| chg gr oupNane

-hosts host1 host2
[-repl ace]

creat eAut hori zati onLi st | cal

nane -type t -editorld id
-product prd [-nodel

Concur rent User | Token| NarredUser ]

[-licenseld id] [-users
user1[, number] ...]
host 1], nunber ]
i pri[, nunber] ...]
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-licensel D

[-hosts
...] [-ipranges

Options

-failoverMode: change standalone/failover
mode

-clusterNamel: host name of thefirst machine
of the failover configuration

-clusterName2; host name of the second
machine of the failover configuration

-clusterName3: host name of the third machine
of the failover configuration

-enablelicenseStats: activates statistics

-automaticRecycling: activates automatic
license recycling.

-enableOffline: enable offline license
extraction.

-repair: repair server when license database is
corrupted

-update: update cluster when host computer id
has changed

-changeName: modify cluster when a host
name has changed, computer id still the same

-changeMachine: modify cluster when a
machine has been replaced (computer id no
longer available)

-dir: input directory

-file: input files or regular expression

-licensel D: license identifier

-group: replacement group number

-users: list of users contained in that group

-replace: replace existing group of usersif any

-hosts: list of hosts contained in that group

-replace: replace existing group of hostsif any

-type: type of authorization list
(ALLOW|DENY |RESERVEILIMIT)

-editorld: unique editor identifier
-product: feature name to manage
-model: ConcurrentUser|Token|NamedUser

-licenseld: licensel D number (optional)
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Operation

Create offline extraction
restrictions

Delete user
Delete host
Delete group of users
Delete group of hosts

Delete an authorization list

Delete offline restrictions

List users
List hosts
List groups of users

List groups of hosts

Command Syntax

[ -i prangegroups

i prgrpl[, nunber] ...]

[ -usergroups usrgrpl[, nunber]
...] [-hostgroups

host gr p1[, nunmber] ...]

[-repl ace]

createO flineRestrictions|cor
-nanme -editorld id -product
prd -nodel m[-licenseld id]
[ - keyword kw] [-maxDuration n]
[-repl ace]

del et eUser | du user Nane

del et eHost | dh host Name

del et eUser G- oup| dug gr oupNane
del et eHost G oup| dhg gr oupNane

del et eAut hori zat i onLi st | dal
l'i stname

del eteOf flineRestrictions|dor
l'i st name

[istUsers|lu
i stHosts| |l h
listUserGoups|!ug
| i st Host Groups| | hg

Options

-users: list of individual users with optional
number of licenses

-hosts: list of individual hosts with optional
number of licenses

-ipranges: list of IPRanges with optional
number of licenses

-iprangegroups: list of groups of IPRanges
with optional number of licenses

-usergroups: list of groups of users with
optional number of licenses

-hostgroups: list of groups of hosts with
optional number of licenses

-replace: replace existing list if any

-editorld: editor unique identifier
-product: product name to manage

-model: model of product to manage
(NamedUser|ConcurrentUser|Token)

-licenseld: license product number

-keyword: keyword to be provided to extract
offline

-maxDuration: maximum duration of
extraction validity, between 0 and 30 days

-replace: replace existing restriction name if
any

At least option -keyword or -maxDuration
must be passed.

listname: name of list

listname: name of list
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Operation Command Syntax Options

Rename user group renameUser Gr oupNane| r ug
current Name newNane

Rename host group renaneHost Gr oupNane| r hg
current Name newNane

Rename authorization list renaneAut hori zationLi st|ral
current Name newNane

Rename offline restrictions renaneCf flineRestrictions|ror
current Li st Nane newli st Nane

List al authorization lists l'i st AuthorizationLists]||al
List al offline restrictions listOfFflineRestrictions|lor
Create IP range .CI’ eat el PRange| ci pr name -ip -ip: internet address range, (firstlP-lastl P or
i prange [-replace] CIDR notation)
-replace: replace existing item if any
Examples:
« cipr local 1921680 -ip
192.168.0. 1/ 24
-repl ace
« cipr local conputer -ip
127.0.0.1/32 -repl ace
« cipr local 10232 -ip
10. 232. 0. 0- 10. 232. 255. 255
-repl ace
« cipr localipve -ip
fd0O::/10 -repl ace
Create P range group creat el PRangeGroup| ci prg name | pranges
-ip iprangel iprange2 ... S
[ -t epI ace] -replace: replace existing item if any
Example:
ciprg localgroup -ip
| ocal conput er
| ocal 1921680 | ocal 10232
| ocali pv6 -repl ace
List all IPRanges l'istlPRange|lipr
List al IPRange groups l'i st1 PRangeG oup|liprg
Rename | PRange renanel PRange| ri pr current Name
newNanme
Rename |PRange group renanel PRangeG oup| ri prg
current Nane newNamne
Delete |PRange del et el PRange| di pr name
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Operation Command Syntax Options

Delete |PRange group del et el PRange| di prg nane

Export authorizationsto filein | export Aut hori zations|ea -0 -ofile: path of XML fileto generate

XML format file

Import authorizationsfromfile | i mport Aut hori zations|ia -f -f file: path of XML file to read

in XML format file Notethat al differences are automatically

accepted: existing dataisremoved and the new
datais added.

Monitor licence server nmoni t or | non [ - dunpHeap| - dh] -dumpHeap-dh: obtain server heap dump
[-dunpThreads|-dt] [-outDir|-o -dumpThreads]-dt: obtain server threads status
dir

] -outDirl-o dir: directory storing result of
command (mandatory for - dunpHeap option)

Display mail configuration get Mai | Confi g| gnt

Set mail configuration set Mai | Config|lsnc [-test|-t] | -test}t: testmail configuration
['Sm p Seryer nanme] [-to -smtp servername: SMTP server name
emai |l 1, email 2,...] L emil2 o

. -t t
[-activate|-a event yes|no] 0 SMALEMATIS, .- NAMES O TEcipiErs

separated by comma (,)
[-paraneter|-p event param
val ue] [-subject|-s event -activatel-aevent yes|no: activate or deactivate
"..."] [-body|-b event "..."] the event, where event can be:
[ - mai | BodyFooter| -footer e OnServer Start: when server starts
T ] e OnServer St op: When server stops

e OnLicenseSoonExpi ri ng: when licenses
expire, with parameter Thr eshol d inrange
from1-30

e OnMenber | sol at ed: with parameter
Threshol d in range from 1 - 60

-parameter|-p event param value: value of the
event parameter

-subject|-s event "...": subject of the mail for
the event

-body|-b event "...": set the body header of the
mail for the event

-mailBodyFooter|-footer “...": body footer of
al mails.

For example, to send mail notifications 25 days
before license expiration, run the command:
snc -activate

OnLi censeSoonExpi ring yes
- par anet er

OnLi censeSoonExpi ri ng
Threshol d 25

Stop licence server stopServer|ss
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Operation Command Syntax

Exit the license administration
tool

Display help information

Redirecting Output

hel p| h] ? [ comand]

Options

quit|g|exit]x|bye

command: (optional) display help information
relative to this command

By default, the DSLi ¢Srv - adm n command does not redirect output. The following table sums up the

different redirection possibilities available;

To perform this operation...

Start the License Administration Tool in command line mode
and direct output to anewly created output file only

Start the License Administration Tool in command line mode
and append output to an existing output file only

Start the License Administration Tool in command line mode
and redirect output both to an output file and to the command
line window

After starting the License Administration Tool in command
line mode, redirect output from individual commandsto a
newly created output file

After starting the License Administration Tool in command
line mode, redirect output from individual commands to an
existing output file

Run this command...

DSLi cSrv -admin -0 outputfileorDSLi cSrv
-admin > outputfile

whereout put fi | e isthe name of the output file.

DSLi cSrv -admin >> outputfile

whereout put fi | e isthe name of the output file.

DSLicSrv -admin -t outputfile

whereout put fi | e isthe name of the output file.

Use the > sign to redirect command output, for example:
glu -admin > outputfile
whereout put fi | e isthe name of the output file.

These new redirections take precedence over previous global redirections.

Use the >> sign to redirect command output, for example:
glu -admn >> outputfile
whereout put fi | e isthe name of the output file.

These new redirections take precedence over previous global redirections.

Here is amore elaborate example of how to use the different redirection possihilities:
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——-DSLicS5rv -admin
Licenze Adminisztration Tool Verzion 6.216.0 Built on May 10, 2013 11:52:00 AM.
g2dmin >connect localhost 4084

Software wersion: 6.216.0

Build date: May 10, 2013 11:52:00 aM

Standalone mode

Ready: yes

Server name: compsday Server id: ABC-43EEZI1EF02851Fo4
admin >getConfig

Server configuration
Standalone mode

Computer name: compSdsy Computer ID: ARC-43FEEZI1EF028591F54
Licensing port: 4085 ABdmini s=tration port: 4084
Pazsword protected: no Eemote administration: regstricted
Automatic recycling enabled: no License usage statisticz enabled: no
admin »getLicenselUsage »»> C:\temp'usage.txt
admin >getServerInfq

Software wersion: 6.216.0

Build date: May 10, 2013 11:52:00 AM

Standalone mode

Ready: yes

Server name: compsday Server id: ABC-43EEZI1EF02851Fo4

Output from the commands highlighted in yellow is not redirected.
Output from the command highlighted in blue is appended to the existing file C. \ t enp\ usage. t xt .
Output from the pink command is redirected to the newly created file C: \ t enp\ i nf o. t xt .

Managing Passwords

You may not want to enter passwords eachtimeyourun DSLi ¢Srv - admi n, particularly if full and restricted
passwordsare set, or if passwords are different between license servers. Furthermore, writing passwordsin batch
filesis not secure.

You can store passwords in an encrypted file and reference this file when connecting to license servers. Adding
theoption- keyStore [file.ks] (or-ks [file.ks] )instructstheLicense Administration Tool to
work with the encrypted file containing the passwords.

The default pathname of the . ks fileis:

e C \Users\userid\ AppDat a\ Roam ng\ Dassaul t Syst enes\ Li censeAdni n. ks (Windows)
e S$HOWE\. Li censeAdni n. ks (UNIX).

but any pathname can be used.

The. ks fileisencrypted with the OS username and the pathname in lowercase. This partially prevents different
users from using the same . ks file, or from moving a. ks file from one folder to another.

The. ks filecan contain full and restricted passwordsfor several license servers. Whenthe- key St or e option
isused and the . ks file does not exist or does not contain the valid password for the license server, you will be
prompted to enter a password. If you enter the correct password, it will be stored in the . ks file.

When the - key St or e option isused and the . ks file contains avalid password for the license server, no
password prompt is displayed and the access will be granted.
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License servers are identified by their namesin a. ks file. Consequently, connecting alicense server with an
| P address whereas the name has been stored in the . ks filewill lead to a password prompt. The behavior isthe
sameif alicense server is accessed both vial ocal host and its name, for example.

At the beginning of the following example, the - key St or e option has not been used aready, thereforea. ks
file does not already exist, and you are trying to connect to a password-protected license server:

-==DS8LicSrv -admin -keyStore

License Administration Tool Version 6.216
admin >comnect localhost 4084

Enter password >

Software wversion: 6.216.0

Build date: May 10, 2013 11:52:00
Standalone mode

Eeady: yesz

Server name: compSdsy Server id:

agmin >quit

——-D5LicSrv —admin -keyS5tore
License Administration Tool Version 6.216
Eﬂ&&& roconnect localhost 4084

Software wversion: 6.216.0

Build date: May 10, 2013 11:52:00
Standal one mode

Eeady: ves

Server name:
admin >guit

compSdsy

———DSLicSrv —admin
License Administration Tool Version 6.216

Software version: £.216.0

Build date: May 10, 2013 11:532:00
Standalone mode

Beady: ye=

Server name:
admin >quit

compoday

Server id:

Server id:

.0 Built on May 10,

AM

.0 Built on May 10,

AM

.0 Built on May 10,

AM

2013 11:52:00 AM.

ABC-43EEZIEF02851F54

2013 11:52:00 AM.

ABC-43EEZIEF02851F%4

2013 11:52:00 AM.

ABC-43EEZIEF02851F %4

In the case of the command highlighted in yellow, you are prompted to enter a password because there is no
existing . ks fileyet, so it will be created once you enter the password.

In the case of the command highlighted in blue, you are NOT prompted to enter a password because it can be
found inthe . ks file which hasjust been created in the previous step.

In the case of the command highlighted in pink, you are prompted to enter a password because you started the
License Administration Tool without the - key St or e option.

Running Several Commands at the Same Time

You can run several commands at atime:

e using abatch file asinput file containing the commands: in the input file, several commands can be entered

asif they were entered interactively

 or by concatenating the commands from the command line, eliminating the need for a batch file.
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Thisisdoneusingthe-run "list of commands" option. Each command in thelist of commandsis
separated by a semicolon ; . The first command in the list must be the connect command (or hel p
command). Note that di sconnect and qui t commands are not mandatory at the end of thelist.

If the server is protected by afull or restricted password, the password can be either entered interactively or
using a. ks file. You cannot enter the password in the list of commands after the - r un option.

Only one - r un option can be passed.
The following table illustrates how to use both methods.

To perform this operation... Run this command...

Start the LicenseAdministration Tool incommandlinemode | DSLi cSrv -admin -i input file

and execute a command parameter file . ) ] . .
P Theinput file contains commands executed in command line mode.

Start the License Administration Tool in command linemode | DSLi ¢Srv -admin -run "list of conmands"

and run alist of commands
Examples:

DSLicSrv -admin -run “c |ocal host 4084; glu"
displays license usage.

DSLicSrv -adnmin -run “c | ocal host 4084; gc; gli > C\tenp\gli.txt;
glu >> C\tenp\glu.txt"

displaysthe license server configuration, redirects the license information to
anew file, then appends license usage information to an existing file.

DSLicSrv -admin -run "c protconp 4084 -r;
glu -all" -ks

displays the detailed license usage of a password-protected license server
accessed in restricted mode.

DSLicTarget Command Syntax

The DSLi cTar get command returns the computer id.

Option Description
-t Display the computer id
-l List available network adapters

-C Clear Windows registry key. You must run this command in an elevated command prompt.
-s{..} Windows only. Use a specific device identifier (provided by the -1 parameter) to generate the computer id,
for example:

DSLi cTarget -s {558CBA02- 9E12- 33F7- 49A9- 1154BED416A6}

You must run this command in an elevated command prompt.

-h Display help
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File Locations, Settings and Registry Entries

This section specifies where the different files, settings and registry entries are created when you install and
administer the DS License Server.

Entries marked (*) indicate items that are intentionally Ieft in place after uninstallation.

File Type

License Repository (*)

Log Files (*)

Location

The license repository containing enrolled licensesis located in:
On Windows:

C \ Progr anDat a\ Dassaul t Syst ermes\ Li censeSer ver\ Reposi tory
On UNIX:
[ var/ Dassaul t Syst emes/ Li censeServer/ Repository

: Warning: THIS FOLDER AND THE FILES INCLUDED IN IT MUST NOT BE CHANGED
NOR EVEN MOVED, RENAMED NOR ACCESS RIGHTS MODIFIED WHEN THE DS
LICENSE SERVER IS RUNNING. CERTAIN BACKUP SOFTWARE PRODUCTS PERFORM
SUCH FORBIDDEN CHANGES. CONFIGURE YOUR BACKUP SOFTWARE TO NOT
BACKUP THIS FOLDER. IFYOU WISH TO BACKUPYOUR LICENSE KEYS, YOU CAN
EITHER SAVE THE LICENSE KEYSYOU RECEIVED (.LIC OR .LICZ FILES), ORYOU
CAN USETHELICENSE>SAVE COMMAND IN THELICENSEADMINISTRATION TOOL.
IF THISRULE ISNOT FOLLOWED, THE NEED FOR REFRESHED LICENSE KEYSAND
FOR RE-ENROLLING THE LICENSE KEYSWILL BE MANDATORY. THE BEST WAY TO
AVOID THISINCONVENIENCE ISTO STOP THE DS LICENSE SERVER FOR ONLY THE
FEW MINUTES NECESSARY TO UPGRADEIT.

On Windows, an installation log fileis created in:
YT EMP% DSLSnsi . | og

Thisfileis not created if the installation was performed by double-clicking the. MBI file.

Furthermore, server statisticsfiles (if enabled) and log files are stored by default in:
On Windows:

C.\ Progr anDat a\ Dassaul t Syst enes\ Li censeServer\ LogFi | es
On UNIX:
/var/ Dassaul t Syst enes/ Li censeServer/ LogFi |l es

A new log fileis created each time the license server is started, and al so once the size of the active
log file exceeds IMB. Old files can be freely removed or archived.

Casual usage named user license On Windows:
monthly report (* . .
Y report () C.\ Progr anDat a\ Dassaul t Syst enes\ Li censeServer\ LogFi | es
On UNIX:
/ var/ Dassaul t Syst emes/ Li censeServer/ LogFi | es
ItsnameisCasual Usage. Year Mont h. t Xt andit containsthefollowing information
in plain text:
*  Generation date
» License server name
* License server computer|D
e List of CustomerSite value(s) present in the license keys
e List of overuses (if any) comprising lines with:
- Product name
- User name
- Measured usage duration
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File Type

Settings (*)

Password keystore (*)

License Client Configuration (*)

Windows Registry Entries

Windows Shortcuts

UNIX system files

Location
- Max alowed usage duration
- LicenselD

e Signature.

The License Administration Tool user interface settingsfile(Li censeAdni nUl )islocated
in:

On Windows:
C.\ Users\useri d\ AppDat a\ Roami ng\ Dassaul t Syst enes
On UNIX:

$HOVE

On Windows:

C\ Wsers\useri d\ AppDat a\ Roani ng\ Dassaul t Syst enes\ Li censeAdni n. ks
On UNIX:

$HOVE/ . Li censeAdni n. ks

Enrolled offline licenses and the licensing client configuration file (DSLi CSr v. t Xt ) are
located in:

Windows 7 and Windows Server 2008 R2:

C. \ Progr anDat a\ Dassaul t Syst enes\ Li censes
On UNIX:

/var/ Dassaul t Syst enes/ Li censes

" Note: You can changethe default value for the path of the client configuration file by setting
the environment variable DSLS _CONFIG to the full pathname of the file, for example on
Windows:

set DSLS CONFI G=C:\ Speci al Proj ect\ DSLi cSrv. t xt

Standard Windows entries for managing the DSLS service.

Standard Windows entries for managing the DSL S installation.

The key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Dassaul t Syst emes\ Admi n
(*)

manages Computer| D related info.

Start > Programs > DS License Server

Thefollowing system files are modified if you do not perform the installation using the -x option.
OnAIX:

The file /etc/inittab is updated

On Sun:

The file /etc/init.d/dsls is created

The synbolic link /etc/rc2.d/ S98dsls is created
The synbolic link /etc/rc2.d/ K96dsls is created
On Red Hat:

The file /etc/init.d/dsls is created
The file /etc/sysconfig/dsls is created
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File Type Location
The synbolic link /etc/rc.d/rc0.d/ K02dsl s
The synbolic link /etc/rc.d/rcl.d/ KO2dsl s
The synbolic link /etc/rc.d/rc2.d/ K02dsl s
The synbolic link /etc/rc.d/rc3.d/ S98dsl s
The synbolic link /etc/rc.d/rc4.d/ KO2dsl s
The synbolic link /etc/rc.d/rch.d/ S98dsl s
The synbolic link /etc/rc.d/rc6. d/ KO2dsl s
On SuSE:
The file /etc/init.d/dsls is created
The file /etc/sysconfig/dsls is created
The synmbolic link /etc/init.d/rc3.d/ Kxxdsls
The synbolic link /etc/init.d/rc3.d/ Syydsls
The synbolic link /etc/init.d/rc5.d/ Sxxdsls
The synbolic link /etc/init.d/rc5h.d/ Kyydsls

is
is
is
is
is
is
is

is
is
is
is

created
created
created
created
created
created
created

creat ed
creat ed
creat ed
creat ed

(where xx and yy depend on your systemconfiguration)

Port Management

There are three ports involved when managing the DS License Server:

* Administration port (https protocol): default 4084, used by the Li cense Admi ni strati on Tool to

connect to the server

» Licensing Port (https protocol): default 4085, used by license clients to request licenses
» Failover port (https sockets): default 4086, used by intercommunication between cluster members.

7 Note: The https protocol is of the tcp type.

57 Note: Thelicense administration tool and licensing clients can communicate with alicense server through
aVPN if thisVPN is properly configured to support https.

Troubleshooting

This section contains license server troubleshooting information.

Client cannot communicate with server

If this problem occurs:

» Ontheclient, run the DSCheckLS tool to get the result of some automatic checks.

e Check that client and server have an absolute time difference lower than one hour (whatever the time zones,
which areignored). A warning message | nconpat i bl e cl ock setti ng canbefoundinthe server

log in such acase.

» Check that the. t xt extension isnot duplicated for the DSLi ¢Srv. t xt file on aWindows client:
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Mame

=1 DSLicSrv.bt

] DSLicSrv.txt fjrc-perties i

Property Value
File
MName DSLicSrv b bt -
Type TXT File
Folder path  C:\ProgramData®Dassault Systemestlicenses
Size 535 bytes |

This type of issue can occur when your Windows explorer is configured to Hi de ext ensi ons f or
known file types.

Check that the DSLi cSr v. t xt fileisat least in read access for everyone on the client.

Check that the server is declared inthe DSLi ¢Srv. t xt filewith afull qualified domain name if your
network settings require it.

Check that the DSLS_CONFI G environment variable has not been set on the client, or has been set to an
appropriate value.

Check that the C: \ W ndows\ Syst enB2\ dri ver s\ et c\ host s file on aWindows client, or

/ et c/ host s fileonaUNIX client, does not contain a configuration preventing server access.

Check that the license server version is able to serve the client application version. A smple rule isthat the
latest server version should be alwaysinstalled, because it's compatible with all existing client application
versions. The latest license server version can be downloaded from here:

http: //waww 3ds. com suppor t / downl oad- docunent at i on/ dassaul t - syst enes- | i cense- ser ver

Check that the proxy settings declared in the Windows I nternet Options of the Windows client do not prevent
Server access.

Check that the client firewall, server firewall, network equipment and security software are properly configured.
The TCP (HTTPS) protocol must be allowed from client to server typically on port 4085, or another port
number if your server is configured to listen to a non-default port number.

Poor communication performance between a Windows client and any server

The DS License Server communication protocol is based on HTTPS. By default, the license client on Windows
uses the Microsoft implementation of this protocol.

By default, the Microsoft implementation of the HTTPS protocol needs to contact Microsoft servers to check
SSL certificate revocation. These servers are the same as the ones accessed by Windows Update.

When the Windows client computer cannot access the Microsoft servers, atypical 15stimeout occurs before the
communication between the license client and license server takes place.

In thistype of case, the server log contains Dur at i on of nessage exceeds threshol d messages
with the IP address of the client.

There are severa workarounds to this issue:

142

Either, allow the Windows client to access the Microsoft servers used by Windows Update
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e Or, switch from the Microsoft implementation of HTTPS protocol to the OpenSSL implementation. This
can be done by setting the following environment variable in the Windows client environment:;
DSY_DI SABLE_W NI NET=TRUE. However a drawback exists when this variable is set: forward proxies
(declared in Windows Internet Options) are not taken into account.

e Or, turnoff Aut omati ¢ Root Certificates Updat e ontheclient. To do so:

1. RuntheLocal Goup Policy Editor onclient (if you don't know what Windows group policy
is, it's better not to follow this workaround).

2. Goto Computer Configuration - Administrative Templates - System - Internet Communi cation Management
- Internet Communication Settings.

3. SetTurn off Automatic Root Certificates Updat e toEnabled.

WARNING: SETTING THIS PARAMETER TO ENABLED ISA SECURITY RISK IF THE CLIENT
COMPUTER ISORWILL BE CONNECTED TO THE INTERNET

Poor client performance at startup

» Reduce the number of linesdeclaredinthe DSLi ¢Srv. t xt file. All logical servers declared are contacted
at startup, not only the first one. This ensures that an already granted licenseis shared.

Nodelock or extracted offline license cannot be granted to the client application

» Check that the process does not run in remote mode, such as Remote Desktop on Windows or by exporting
DISPLAY on UNIX. When running in remote mode, nodel ock and offlinelicenses are not taken into account.

e Check that the process does not run in avirtual machine. When running in avirtual machine, nodelock and
offline licenses are not taken into account.

Reducing launch duration

If starting the DS License Server or the License Administration Tool takes along time, check that the number
of filesin your temporary directory is reasonable (less than 10,000).

Here are typical temporary directories to check:

e C \Wndows\ Tenp

*  QAJSERPROFI LE% AppDat a\ Local \ Tenp
e /tmp

e /var/tnp

Reducing timeout when a failover member is down

When one of the three members of a DS License Server failover is down, it may occur that logon takes longer
than usual. Thismay be dueto an inappropriate configuration of TCP parameters on the UNIX computer hosting
the Live Collaboration Server:

* OnLinux, check that thet cp_syn_retri es parameter valueis not too high.
e OnAIX, check that thet cp_keepi ni t parameter value is not too high.
e On Solaris, check that thet cp_i p_abort _ci nt er val parameter value is not too high.

These parameters are managed at operating system level. Thismeansthat al running processeswill benefit from
the changes and not only the Live Collaboration Server. Decreasing their value will not only reduce the logon
time when a DS License Server failover member is down, but also will potentially not leave enough time to
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another server for responding. For example, a bad consequence could be that the Live Collaboration Server is
no longer able to contact a database server or that athird party application is no longer able to contact another
Sserver.

Ask your system administrator and your network administrator before modifying such parameters.

Error, Information and Warning Messages

This section contains a list of error messages classified into different categories.

Message types are identified by a one-letter prefix:

* E(error)
* | (information)
* W (warning)

and are organized into the following categories, each describing a specific area being monitored:

* INITSERVER: server initialization

* STARTSERVER: server startup

» STOPSERVER: server shutdown

» REPOSITORY: license repository management
« RUNTIMEDATA: license server runtime management
* ADMINSERVER: server administration

» ENROLL: license enrollment

» LICENSEDATA: license data management

¢ MONITORING: server monitoring

» STATISTICS: server statistics

» LICENSESERV: license server

» FAILOVERSRV: failover server management.

Type Category Message

I INITSERVER Server version 6.211.0 builton yymmddhhnmss
I INITSERVER Initializing license server on pat hNan®e args|..]
[ INITSERVER Computerld XXX= XXXXOXKIKXHKIXKHXKKX

| INITSERVER Server successfully initialized.

I INITSERVER License server adready initialized on pat hNane
I INITSERVER Use- f or ce option for reinitialization.

E INITSERVER - admi nPort optioninvaid: pppp

E INITSERVER - adm nPort option missing

E INITSERVER Cannot create pat hNane

E INITSERVER Cannot create lock filef i | eName

E INITSERVER Cannot initialize repository

E INITSERVER Cannot initialize server on pat hNanme
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Type

Category

INITSERVER
INITSERVER
INITSERVER

INITSERVER
INITSERVER
INITSERVER

INITSERVER

INITSERVER

INITSERVER
INITSERVER

INITSERVER
INITSERVER
INITSERVER
INITSERVER
INITSERVER

INITSERVER

STARTSERVER
STARTSERVER
STARTSERVER
STARTSERVER
STARTSERVER

STARTSERVER

STOPSERVER
STOPSERVER

REPOSITORY
REPOSITORY
REPOSITORY
REPOSITORY

REPOSITORY

RUNTIMEDATA
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Message
Cannot obtain avalid computer ID

Cannot retrieve computer name (...)

Cannot retrieve datafrom host Nane on port pppp(. . . )

Cannot retrieve datafrom host Nane. Authentication is required

Cannot retrieve data from host Namne. Remote administration is not allowed

Cannot retrieve datafrom host Nane. Unknown host

Existing license data has been created by alicense server with ahigher level than the
one being installed. Either install a higher level license server or install license server
from scratch.

Network adapter or motherboard previously used for generating Computer 1D is no
longer available. Either re-install this piece of hardware or install license server from
scratch for changing Computer ID.

Check integrity of license data hasfailed. License server must bere-installed from scratch.
Data received from host Name cannot be used by this computer

Fileversion Ver cannot be read by current software version Ver

Invalid computer] d; XXX- XXXXXXXXXXXXXXXX cannot be used

Invalid folder pat hName

Invalid port specified ppPP for option - adm nPor t

Unknown option(s) : - Opt i on

Writetime: yymddhhnmss, Changetime: yy rmddhhnmss

Server version 6.209.0 built on Jan 17, 2010 5:28:47 PM started
javaversion"1.6.0_18"

Java(TM) SE Runtime Environment (build 1.6.0_18-b07)

Java HotSpot(TM) Client VM (build 16.0-b13, mixed mode)

Computerld XXX- XXXXXXXXXXXXXXXX  ( based on device ... )

Ready : administration port PPPP, licensing port PPPP

Stopping license server...

License server stopped

IOException writing filef i | eName

Invalid repository directory pat hName

cannot deletefile (f i | eNanme)

cannot renamefile(f i | eName -> fil eNanme )

fi | eNane written to disk

Check integrity of license data hasfailed. License server must bere-installed from scratch.
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Type
E
E

m m

gl g g/ g m
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Category
RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA

ADMINSERVER

ADMINSERVER

ADMINSERVER

ADMINSERVER
ADMINSERVER
ADMINSERVER
ADMINSERVER

ADMINSERVER

Message

Clock has been changed

Clock has been moved to the future (NNN  NB)

Clock has been moved to the past (NN TB)

Computer 1D XXX- XXXXXXXXKHXHXXXXXX no more available.

Computerld XXX- XXXXXXXXXXXXXXXX is not compatible with the cluster

configuration

Computerld XXX- XXXHXXXXXHXXKXXXXX is not compatible with the server

configuration

Existing license data has been created by alicense server with ahigher level than the
current one. Either install a higher level license server or install license server from
scratch.

Fileversion Ver cannot be read by current software version Ver

License data cannot be read: invalid format. License server must be re-installed from
scratch.

Network adapter or motherboard previously used for generating Computer 1D is no
longer available. Either re-install this piece of hardware or install license server from
scratch for changing Computer 1D.

Serialization error on runtime data

writetime: yymmddhhnmss, Changetime: yyrmddhhmss
writeRunti e eror:...

XXX XXXXKXXKXXHXXXXXX cannot be used

Error : AAA has no runtime

Error : feature "AAA" refersto "SSSSSSS" which is not owned by a client
Error : inconsistent feature AAA expected count = NNN registered NNN
Error : inconsistent feature AAA no license

System has been suspended

System has been resumed

Administration request denied fromhost Nane( | P addr ess) :invaid
credentials

Connectionfromhost Nane( | P addr ess) terminated: alocal administration
consoleis connecting

Remote administration not allowed : refuse connection from host Nanme( | P
addr ess)

Administration connection ended with host Nane( | P addr ess)
Administration connection started with host Name( | P addr ess)
Administration port changed to PPPP

Failover port changed to PPPP

Licensing port changed to PPPP
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Type

m m

2 2 =

2/ 2 g =2

Category
ADMINSERVER

ADMINSERVER
ADMINSERVER

ENROLL
ENROLL

ENROLL

LICENSEDATA
LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

MONITORING

MONITORING

STATISTICS
STATISTICS
STATISTICS

LICENSESERV

LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV
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Message
adm nCommrand command issued
License usage trace turned on for AAA

License usage trace turned off for AAA

Enrollment authorization license has expired for editor Dassault Systemes
License XXXXX- XXXXX- XXXXX- XXXXX- XXXXX is not valid

Enrollment authorized for editor Dassault Systemes

Cryptographic error : . . .
Error in signature key extraction .. . .

RepGroupl ndexnof license id XXXXX- XXXXX- XXXXX- XXXXXK- XXXXX
has been invalidated

incomplete data for license id XXXXX- XXXXXK- XXXXK- XXKKK- XXXXX,
RepGrouplndex N missing RepFilelndex N

Activating group n for license id XXXXX- XXX XXXXX- XXXXX- XXXXX

Adding data for license id XXXXX- XXOXXK= XXHKKK= XXXXX- XXXXX
RepGrouplndex N RepFilelndex N Features AAA Quantity NNN

Deactivating group N for licenseid XOXOXXX- XXOXXX- XHXXXX- XXX XXXXX

Deleting data for license id XXXXX- XXXXX- XXXKXK- XXXXX- XXXXX
RepGrouplndex N

dunpAl | Thr eads not available on this platform

dunpHeap not available on this platform

Exception occurred; license usage no more logged

Exception occurred; license usage not logged

pat hNane specified isinvalid; license usage not logged

Cannot listen on port PPPP
Waiting for failover server(s)
Invalid or expired client token NNNNNNNNNNNNNNNN (from client ...)

No license for editor XK= XXXK= XXX XXXK= KXXKOXXKKXXKX

(from client ...)

AAA not granted, host h0St Nan® not authorized (from client ...)
AAA not granted, host not authorized (from client ...)

AAA not granted, internal failover error (from client ...)

AAA not granted, license already used by user user Nanme on host user Name
(fromclient ...)
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gl g g/ g m

Category
LICENSESERV

LICENSESERV
LICENSESERV

LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV

FAILOVERSRV

FAILOVERSRV
FAILOVERSRV

FAILOVERSRV
FAILOVERSRV

FAILOVERSRV

Message

AAA not granted, license used on another host (from client ...)

AAA not granted, no ConcurrentUser license available (from client ...)

AAA not granted, no NamedUser license available (from client ...)

AAA not granted, no NamedUser nor ConcurrentUser license available (from client ...)
AAA not granted, no license enrolled (from client ...)

AAA not granted, no license enrolled for tenantt enant | d (from client ...)

AAA not granted, no license for editor
HOXKXKXHKK= XHXX= XXXK= XXXK = XHXXKXXKXXXXKX (from client ...)

AAA not granted, no license of type T YPE can be granted (from client ...)
AAA not granted, no more available license (from client ...)
AAA not granted, no suitable release date Y y nrddhhms s (from client ...)

AAA not granted, no suitable release number N (from client ...)

AAA
not granted, user USer Nane not authorized (from client ...)

AAA queued request suppressed , no more available license (from client ...)
Editor edi t or Nane not registered

Invalid or expired sesson NNNNNNNNNNNNNNNN
Licensing service started

AAA granted to client ...

AAA detached from client ...

AAA detached by timeout from client ...

n tokens of AAA granted to client ...

n tokens of AAA detached from client ...

n tokens of AAA detached by timeout from client ...

AAA granted; offline license X X XX X-XXXXX-XXXXX-XXXXX-XXXXX has been
generated for host hostName XXX-XXXXXXXXXXXXXXXX

AAA detached; offlinelicense X X XX X-XXXXX-XXXXX-XXXXX-XXXXX restituted
(generated for host hostName XXX-XXXXXXXXXXXXXXXX)

AAA detached; offlinelicense X XX X X-XXXXX-XXXXX-XXXXX-XXXXX expired
(generated for host hostName XX X-XXXXXXXXXXXXXXXX)

Cannot listen on port PPPP

Cannot retrieve member of cluster

Cluster host host Narme : computer id changed to XXX- XXX
Cluster host host Name changed to host Nane

Cluster host host Nane repaired

Cluster host host Namne replaced with host Name
(XK= XRXIKXIKXIKHKXHKXXKK)
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Type Category Message

w FAILOVERSRV Connection lost with host Nane

w FAILOVERSRV Unsuccessful handshake with host Nane

w FAILOVERSRV host Nane does not run acompatible runtime version ( version : NNN, release:: N,
servicePack : N

w FAILOVERSRV host Namne's computer!d XXX- XXXXXXXXXXXXXXXX does not match
expected XXX- XXXXXKKHXKKX

w FAILOVERSRV host Nane is not synchronized

I FAILOVERSRV Connection established with host Nare
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